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OmnpenesieHus
B HacrosieM 10KyMEHTE UCIOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX ONPEACIECHUS.

ABTOMATH3HMPOBAaHHAS CHCTEMA — CHCTEMa, COCTOAIAs M3 IEepCOHalIa M KOMILIEKCA
CPEACTB aBTOMATU3ALMH €T0 AESATEIbHOCTH, Pealn3yrommas HHGOPMAIIMOHHYIO TEXHOIOTHUIO BbI-
MIOJTHEHHUSI YCTAHOBJICHHBIX (YHKIIUH.

AyTeHTI/I(l)]/IKaIII/lSI OTHpPaBUTEIA JAHHBIX — ITIOATBECPIKACHUEC TOI'0, UYTO OTIIPABUTEIIb ITOTY-
YCHHLIX NAHHBIX COOTBCTCTBYCT 3asBJICHHOMY.

Be3onacHoCTh MePCOHANBHBIX JAHHBIX — COCTOSIHUE 3aIMIIEHHOCTH MEPCOHAIBHBIX JaH-
HBIX, XapaKTepu3yeMoe CIOCOOHOCTBIO MOJIb30BaTENeH, TEXHUUECKUX CPEACTB M MH(OPMALMOH-
HBIX TEXHOJIOTHI 00ecredynTh KOH(PUACHIIMATHHOCTD, IIEJIOCTHOCTh M JOCTYITHOCTh MEPCOHATh-
HBIX JJAHHBIX IIPU UX 00paboTKe B MH()OPMALIMOHHBIX CHUCTEMAX MEPCOHATIBHBIX JIaHHBIX.

BuomMerpnueckue nmepcoHajbHbIe JaHHbIE — CBEICHUS, KOTOPbIE XapaKTEpU3YyIOT (U3UO-
JIOTUYECKUEe OCOOEHHOCTHU YeJIOBEKa U Ha OCHOBE KOTOPBIX MOXHO YCTAHOBHUTbH €r0 JIMYHOCTh U
KOTOpbIE UCHOJB3YIOTCS AJMUHUCTpAlMEN AJI YCTAHOBJICHUS JIMYHOCTU CYyObEKTa NEepCOHAb-
HBIX JaHHBIX, MOTYT 00pa0aThIBaThCs TOJNBKO NMPU HAJIWYMM COIJIacHs B MHCbMEHHOU (opme
CyObeKTa MepCOHANbHBIX JaHHBIX (BKJItOYas (oTorpaduu, oTHeyaTKy najiblieB, 00pa3 ceT4aTku
riia3a, 0COOCHHOCTH CTPOCHUS TeJa U APYTYIO MOJ00HYI0 HHPOPMAIIHIO).

BaokupoBanue nmepcoHANbHBIX JaHHBIX — BPEMEHHOE MpeKpaiieHne oOpadOTKH IMepco-
HAJTBHBIX JIAHHBIX (32 UCKIIOYEHHEM CIIydaeB, ecliu 00pabdoTka HeoOXoauma sl YTOYHCHHS
MEPCOHAJIBHBIX TAHHBIX ).

Bupyc (koMnbHOTepHBI, NPOrpaMMHBIN) — UCIIOJHSAEMbIN NPOrPaMMHBIA KOJ WM UHTEP-
NpeTUpyeMbIid HAOOp WHCTPYKIMHA, 001aJaromnii CBOMCTBAMH HECAaHKITMOHUPOBAHHOTO PACIIPO-
CTpaHeHus U caMoBocnpou3BeeHus. Co3aHHble 1yOIMKAaThl KOMIIBIOTEPHOTO BUpYCa HE BCET/Aa
COBIAJAIOT C OPUTMHAJIOM, HO COXPAHSAIOT CIIOCOOHOCTh K JalbHEHIIEMY PAcIpOCTPAaHEHUIO U
CaMOBOCIIPOU3BEJCHHUIO.

BpenonocHasi mporpamma — nporpaMma, NpeJHa3HaueHHAsl JJIs OCYIIECTBICHHUS HECaHK-
[IMOHUPOBAHHOTO JIOCTYNa W (WJIM) BO3JCHCTBHS Ha MEpPCOHAJbHBIE JaHHBIE WM PECypChl MH-
(hOpMaITMOHHOM CUCTEMBI TIEPCOHATBHBIX JAHHBIX.

BcnomorarejbHble TEXHHYECKHE cpeacrea 1 CUCTEMbI — TCXHHUYCCKHUE CPCACTBA U CUCTC-
MbI, HC IMPCIHA3HAYCHHDBIC I IICPCaAavn, O6pa6OTKI/I " XpaHCHUA IICPCOHAIBHBIX NAHHBIX, YCTa-
HaBJIMBACMbIC COBMCCTHO C TCXHHUYCCKHMU CPCACTBAMH U CUCTEMaMHU, MPECAHAZHAYCHHBIMUA JJIA
O6pa6OTKI/I MEPCOHAJIbHBIX NAHHBIX WA B IOMCHICHHUAX, B KOTOPBIX YCTAHOBJICHbBI I/IH(I)OpMaI_II/IOHHBIe
CHUCTEMBI IICPCOHAJIBHBIX TaHHBIX.

JlocTyn B OnepanyoHHyl cpeay KoMnbloTepa (MHGOPMAIIMOHHOW CHCTEMbI MEPCOHATBHBIX
JAAHHBIX) — TIOJTy4eHIE BO3MO)KHOCTH 3aITyCKa HA BBIMIOJHEHUE IITATHBIX KOMaH/, (DyHKIIWI, IpoLeyp
OIEPAIIMOHHON CHCTEMbI (YHUYTOXKEHHSI, KOMPOBAHKS, TIEPEMEIICHUS U T.I1.), UCTIOMHAEMBIX (DailyioB
TPUKJIATHBIX TIPOrPaMM.

Joctyn k nagopManum — BO3MOKHOCTB TIOITy4eHHUs HHPOPMALIMH U €€ UCTIOIb30BaHusl.

3akJ1aJ10uHOe YCTPOICTBO — DJIEMEHT CPEJICTBA CheMa MH(OpPMAIH, CKPBITHO BHENPSEMBIN (3a-
KJIaIbIBACMBII WM BHOCHMBIi) B MECTa BO3MOKHOTO CheMa MH(pOpMaIiH (B TOM YKCIIE B OTPpaXICHIE,
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KOHCTPYKIIMIO, 000pY/IOBaHME, IPEAMETHI MHTEPhepa, TPAHCIIOPTHBIE CPEZICTBA, A TAKKE B TEXHUYESCKUE
CPEZCTBA U CUCTEMBI 00pabOTKM MHPOPMALIUH).

3anmaemasi nHGopManus — UHPOPMALS, SBISIOIASACS TPEIMETOM COOCTBEHHOCTH M TIOZJIe-
JKarlas 3aIiiTe B COOTBETCTBHH C TPEOOBAHMSAMH MPABOBBIX JIOKYMEHTOB WM TPEOOBAHUSAMY, YCTaHAB-
JIMBAaEMbIMH COOCTBEHHUKOM MH(OPMAIIHH.

Npenrudmranms — npucBoeHue cyorekTaM U 00beKTaM JIOCTyNa uaeHTuduKaTopa u (Win) cpas-
HEHME TPEIbABIISIEMOT0 HICHTU(PHKATOPA C IEPEYHEM ITPUCBOCHHBIX UIEHTH(PHUKATOPOB.

HNudopMaTUBHBIIH CUTHAT — DJICKTPHYCCKUE CUTHANTBI, aKyCTUUECKUE, STIEKTPOMATHUTHBIC U JIPY-
rve QIBUYECKHE TIONIS, TI0 TIapaMeTpaM KOTOPBIX MOXKET OBITh PacKphbITa KOH(MUICHITHATbHAS HH(POPMAIHSI
(mepcoHabHBIE TaHHBIE) 0OpadaThiBaeMast B HHPOPMAIMOHHOM CHCTEME TIEPCOHATBHBIX JaHHBIX.

Nudopmanuonnas cucrema nepcoHaabHbIX AaHHbIX (MCIIIH) —cOBOKYNHOCTh conep-
XKalmxcsl B 0a3ax JaHHBIX NEPCOHAIBHBIX JAaHHBIX U OOecleynBaroIuX ux oopaboTky uHpOp-
MalMOHHBIX TEXHOJOTUM U TEXHUYECKUX CPEIICTB.

HNudopMmanmoHHbIe TEXHOJIOTHH — TIPOIECChI, METO/IBI TIONCKA, cOOpa, XpaHeHwsI, 00pabOTKH, Tpe-
JIOCTaBIICHHMS, PAaCTIPOCTPaHEHsI MH(OPMAIHH U CTIOCOOBI OCYIIECTBICHUSI TAKUX MPOIECCOB U METO-
TIOB.

Hcnoab3oBanue MepcoOHAIBLHBIX AAHHBIX — IEHCTBUS (ONepalnn) ¢ MepCOHANbHBIMU JIaH-
HBbIMH, COBEpILIAEMBIE OIIEPATOPOM B LEJSAX IMPUHATUS PEIICHUM WM COBEPIICHUS MHBIX JIEUCT-
BUI, MOPOXKIAIOIINX OPUINUECKUE MOCIEACTBHS B OTHOLICHUH CYOBEKTa MEPCOHAIBHBIX AaH-
HBIX WIM APYTUX JIMIL JINOO MHBIM 00pa3oM 3aTparuBaroLIUX IpaBa U CBOOOJbI CyObEKTa MEPCO-
HaJIBHBIX JaHHBIX WU IPYTUX JIMII.

Hcrounnk yrpossl 0e3onacHoCTH MHGOPMALMHU — CYOBEKT JOCTYIA, MATEPUAIBHBIA OOBEKT WU
(rBryecKoe sBIeHNE, SBISIOLIMECS IPUUUHON BO3HUKHOBEHUS YIPO3bl 0€30MacHOCTH HH(OPMALIHH.

KonTposmpyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHS, 3aHKE, YaCThb 3/1aHus, IOMEIICHHUE), B KOTO-
POM HCKITFOYEHO HEKOHTPOJIMPYEMOE MpeObIBaHKE MOCTOPOHHUX JIII, & TAKKE TPAHCIIOPTHBIX, TEXHIYE-
CKHX ¥ MHBIX MaTepUaJIbHBIX CPE/ICTB.

KoH(uneHIMAILHOCTh TEPCOHATBHBIX JAHHBIX — 00S3aTENBHOE TSI COONIOICHUS OTIepaTopoM
WIM WHBIM TIOTYYHBIIAM JIOCTYIT K TIEPCOHATEHBIM JaHHBIM JIMIIOM TPeOOBAHME HE JIOMYCKATh UX pac-
MpocTpaHeHue 6e3 cornacusi CyObeKTa NePCOHATBHBIX JAHHBIX WM HAJTMYWSI HTHOTO 3aKOHHOTO OCHOBA-
HUS.

Me:kceTeBoii IKpaH — JIOKaJIbHOE (OTHOKOMIIOHEHTHOE) WM (DYHKIIMOHATLHO-PACTIPEICIICHHOS
MporpaMMHoe (IIPOrpaMMHO-AITIAPATHOE) CPENICTBO (KOMIUIEKC), pealn3yroliee KOHTPOIIb 3a uHpopMa-
IIMeH, TIOCTYTIAFOIIEH B MH(POPMAITOHHYIO CUCTEMY TTEPCOHATIBHBIX TAHHBIX U (WITH) BBIXOISIICH U3 WH-
(hOopMaIMOHHOM CHCTEMBI.

Hapynmrenns 0e301aCHOCTH EPCOHANBHBIX JAHHBIX — (PU3HUECKOE JIMLO, CITy4aliHO WX MpeaHa-
MEpEHHO COBEpIIIAOIIIee EHCTBYS, CIIe/ICTBIEM KOTOPBIX SIBISIETCS HApyIIeHHe O€3011aCHOCTH IEPCOHATh-
HBIX JJAHHBIX TIPU MX 00pabOTKE TEXHUYECKUMU CPEACTBAMU B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHAIb-
HBIX JJAHHBIX.

HeaBTromaTu3npoBaHHasi 00padoTKa NMePCOHANBHBIX JaHHBIX — 00paboTKa HepcoHalb-
HBIX JaHHBIX, COJAEPKAIIUXCS B MH(OOPMAIMOHHOM CHUCTEME IEPCOHAIBHBIX JaHHBIX JMOO W3-
BJICUCHHBIX M3 TAKOH CHUCTEMBI, CUUTAETCSl OCYIIECTBICHHOW 0€3 MCIOIb30BAHUS CPENICTB aBTO-
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MaTU3aluu (HeaBTOMAaTU3UPOBAHHOM), €CIIU Takue ACHCTBHS C MEepCOHAIBHBIMU JTAHHBIMU, KaK
WCIIOJIb30BAaHUE, YTOUHEHHUE, PACIIPOCTPAHEHUE, YHUUTOKEHUE NMEPCOHANBHBIX JAHHBIX B OTHO-
IICHUU KaX0T0 M3 CyOBEKTOB MEPCOHANBHBIX JTAHHBIX, OCYIIECTBIISIOTCS MPH HETIOCPEICTBEH-
HOM y4YacCTHUU YeJIOBEKa.

HenexsiapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHATBHBIE BOSMOXKHOCTH CPEJICTB BBIUHCITUTENb-
HOM TEXHUKH, HE ONMCAHHBIE WM HE COOTBETCTBYIOIIME ONMMCAHHBIM B JOKYMEHTALH, TIPU UCTIONB30Ba-
HHUU KOTOPBIX BO3MOXKHO HapyIIEeHHE KOH(PHICHINAILHOCTH, JOCTYITHOCTH WIIH IIEIIOCTHOCTH 00pada-
ThIBAa€MOM MH(POPMALIUU.

HecaHKIMOHMPOBAHHBII A0CTYN (HECAHKIIMOHMPOBAHHbIE IeCTBHS) — JOCTYN K MH(pOpMaLN
WM JIeMCTBUSI ¢ MH(pOpMaIMel, HapyIlarolye MMpaBia pasrpaHUdeHys JOCTyNa C HUCMOIb30BaHUEM
IITaTHBIX CPEJICTB, IPEAOCTABIISIEMBIX HH(POPMAITMOHHBIMU CUCTEMAMHU NIEPCOHAIBHBIX TaHHBIX.

Hocutesab unpopmanuu — GU3MUECKOE JIMLO WM MaTepUANIbHBIA OOBEKT, B TOM YUCIe (H3HIde-
CKOE T0JIe, B KOTOPOM MH(OPMALMS HAXOAUT CBOE OTPAXKEHHE B BUJIE CUMBOJIOB, OOpa30B, CUTHAJIOB,
TEXHHYECKUX PELICHUI U IPOLIECCOB, KOMMYECTBEHHBIX XapaKTePUCTUK (PU3MUECKUX BEIUYHH.

Oo0e3nunBanue MEPCOHAJTBHBIX JAHHBIX — HeﬁCTBI/IS{, B PE3YJIbTATC KOTOPBIX CTAHOBUTCA
HEBO3MOKHO 0€3 MCIIOJIb30BaHUS HOHOHHHTGHBHOﬁ I/IH(i)OpMaI_II/II/I OIPEACINTDb NMPUHAJICIKHOCTD
MNEPCOHAJIBHBIX TaHHBIX KOHKPECTHOMY Cy6’BCKTy NEPCOHAJIBHBIX TaHHBIX.

O0padoTKa MepCcoOHATBHBIX JAHHBIX — JIF000€ eicTBUE (OTepalys) Wi COBOKYITHOCTb JICHCT-
BUIA (OTIepaliyii), COBEPIIAEMBIX C UCTIONB30BAaHUEM CPEJCTB aBTOMATH3AIMK WK O€3 UCTIONb30BaHMS
TaKUX CPEICTB C MEPCOHATBHBIMU AHHBIMU, BKITIOYast COOp, 3aliCh, CHCTEMATH3AIHMIO, HAKOIUICHHUE,
XpaHeHHe, yTOYHEeHHE (0OHOBJICHHE, U3MEHEHHE), U3BIICUCHHUE, UCTIOB30BaHue, Iiepeady (pacmpocTpa-
HEHHE, TIPEIOCTABIICHHE, JIOCTYI), 00C3IMIUBAHUE, OJIOKUPOBAHUE, yHaleHUe, YHHUTOXKECHHE TIepCco-
HaJIbHBIX JaHHBIX.

OO0menocTynHbIe MEPCOHATbHBIE JaHHbIE — TIEPCOHANBHBIC JTaHHBIC, OCTYI HEOTpPaHH-
YEHHOTO Kpyra JIUI] K KOTOPBIM MPEIOCTABJICH C COTJIacHs CyOheKTa MePCOHANBHBIX TAHHBIX UITH
Ha KOTOPBIC B COOTBETCTBUU C (eCpATbHBIMU 3aKOHAMH HE PACIIPOCTPAHSICTCS TPEOOBAHHE CO-
OnroieHust KOHQUACHIIMATEHOCTH.

Omneparop (MepcOHAJBHBIX JAHHBIX) — TOCYJAPCTBEHHBIM OpraH, MYyHUIMIAIbHBIA Opras,
IOPUIMYECKOE WIN (PU3MIECKOE JIMLO, CAMOCTOATENBHO WM COBMECTHO C JIPYTMMH OpPraHM3YIOILEe U
(1rH) ocyIIECTBIISIONIee 00padOTKY MEPCOHATBHBIX JaHHBIX, @ TAKAKE OMPEIEISIONIME TIeTH 00pabOTKH
TIEPCOHAJIBHBIX JTAHHBIX, COCTAB TIEPCOHAITBHBIX JaHHBIX, MOUICKAIUX 00padoTKe, aeicTBUs (omepa-
II1H), COBEPIIIAEMBIE C TIEPCOHATILHBIMH TaHHBIMH.

TexHuueckue cpeacTBa HHGOPMAIMOHHON CHCTEMBbI MEPCOHATIBHBIX JAHHBIX — CPEJICTBA BbI-
YUCIUTENFHON TEXHUKH, UH()OPMALIMOHHO-BBIUMCIIUTENILHBIE KOMIUIEKCHI U CETH, CPEJICTBA U CHUCTEMBI
niepenaun, nprema u 00padoTku 111 (cpencTBa u cucTeMBbI 3BYKO3AIMCH, 3BYKOYCHIICHHS, 3BYKOBOCTIPO-
W3BEJICHIS1, TIEPErOBOPHBIE U TEIEBU3MOHHBIE YCTPOMCTBA, CPEICTBA M3TOTOBIICHHS, TUPAKUPOBAHHS J10-
KyMEHTOB M JIPYTM€ TEXHUUYECKHE CPEICTBA O0pabOTKU peueBOid, rpaduueckoi, BUIEO- U OYKBEHHO-
1u(poBoii nH(OpPMALNK), MPOrpaMMHBIE CPEACTBA (OMEPAIMOHHBIE CHUCTEMBL, CUCTEMBI YTIpaBIeHUs Oa-
3aMH JIaHHBIX U T.I1.), CPEJICTBA 3AIUTHI MH(POPMAITWH, IPUMEHsEMbIEe B HTHPOPMAITMOHHBIX CUCTEMAX.

IlepexBatr (MHopManUM) — HEMIPABOMEPHOE MOJydyeHUE MHPOPMAIMHN C MCTOJIb30BaHUEM
TEXHUYECKOT'O CPE/ICTBA, OCYIIECTBIIAIONIEI0 OOHApYKEHUE, TPUEM U 00paboTKy HH(pOpMATHB-
HBIX CUTHAJIOB.
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ITepconaiibHble JaHHBIE — TH00ast HHPOPMALYSL, OTHOCALIASACA K IIPSIMO MJIM KOCBEHHO OIIpe-
JIeICHHOMY MJIH ompeieseMoMy (hru3ndeckomy Uy (CyOBbeKTY MepCOHAIbHBIX JaHHBIX).

ITo6ounbIE JCEKTPOMAIrHUTHBIC U3JTYYCHUSA U HABOAKHU — BJICKTPOMAIHUTHBIC HU3JIYYCHUA
TCXHUYCCKHUX CPCIACTB O6pa6OTKI/I SaHIHHIaCMOﬁ I/IH(bOpMaI_[I/II/I, BO3HHKAIONIIUC KaK MoOOYHOE SIB-
JICHUC U BBI3BBAHHBIC 3JICKTPUYCCKUMH CUTHAJIAMU, I[GﬁCTByIOH.[PIMH B UX DJICKTPUYCCKHUX U Mar-
HUTHBIX LCIIAX, a4 TAKKC JJICKTPOMAIHUTHBIC HABOAKHU 3THUX CUI'HAJIOB HA TOKOIIPOBOASAIIUC JIH-
HHUH, KOHCTPYKIUHA U LOCTIN ITUTAHUA.

IMonuTHKA «YHMCTOrO0 CTOJIA» — KOMIUICKC OPTaHM3allMOHHBIX MEPOIPHUSTHN, KOHTPOJIH-
PYIOIIUX OTCYTCTBHE 3aMUChIBAHUS Ha OyMaKHbIE HOCHTETH KITI04Yeil 1 aTpuOyToB noctyma (rma-
poJieit) 1 XpaHeHHs MX BOJIU3H 0OBEKTOB JOCTYyIIA.

IMoab30BaTesib MHPOPMALIMOHHON CHCTEMBI MEPCOHATBHBIX JAHHBIX — JIUIO, YYaCTBYIO-
mee B QyHKIMOHHPOBAHUM WH(OPMAIMOHHOW CHCTEMBI NIEPCOHANBHBIX JTAHHBIX WM HCIIONb-
3yIOllee pe3yNbTaThl ee (QYHKIIMOHUPOBAHUSI.

IIpaBuna pa3rpaHuyeHusi A0CTYINAa — COBOKYIMHOCTh MPABUJ, PETIAMEHTUPYIOIINX IpaBa
JOCTyIa CyOBEKTOB IOCTyNa K 00beKTaM J0CTyTIA.

IIporpaMMHas 3aK/aKa — KOJ IPOrpaMMbl, IIPEIHAMEPEHHO BHECEHHBI B IPOrpaMmy ¢
LIEJIbIO OCYIIECTBUTh YTEUKY, H3MEHHUTh, OJIOKUPOBATh, YHUUTOXHUTh MH(POPMALIUIO UM YHUYTO-
XKUTh U MOIU(ULIMPOBATH IPOrpaMMHOE obecrieueHrne NHPOPMAIIMOHHOM CHCTEMBbI IEPCOHANb-
HBIX TAaHHBIX U (WIKM) OJOKHPOBATH anmapaTHbie CPECTBA.

HporpaMMﬂoe (l'lpOFpaMMHO-MaTeMaTI/I‘IECKOQ) BO3/eiicTBHE — HECAHKIIMOHHWPOBAHHOC
BO3/EHCTBUE HA PeCYpChI aBTOMaTH3HpOBaHHOﬁ HHQ)OpMaHHOHHOP’I CHUCTCEMBI, OCYHICCTBIIAACMOC C
HCIIOJIb30BAHUEM BPCAOHOCHBIX ITPOrpaMM.

PackpbiTHe nepcOHAJBLHBIX JAHHBIX — YMBIIJICHHOE WM CIIy4ailHOe HapylleHne KOoH(pU-
JEHLUAIIBHOCTH IIEPCOHAIIBHBIX JaHHBIX.

PacnpOCTpaHe}me NMEPCOHAJBHBIX JaHHBIX — l[ef/’ICTBI/ISI, HAIIpaBJICHHLIC Ha PAaCKPBITUC
INEPCOHAIBHBIX JAHHBIX HCONIPEACICHHOMY KPYI'y JIUI]

Pecypc mHopMannoHHoil cHCTeMbl — HMEHOBAHHBIN 3JIEMEHT CHUCTEMHOIO, MPUKIJIAJIHOTO
WM anmnapaTHoro odecnedeHus QyHKIMOHUPOBAHUS HHPOPMAI[IOHHON CUCTEMBI.

CrnenuanbHble KATErOPUM NMEPCOHAIBLHBIX JAHHBIX — IEPCOHATIFHBIC JIaHHBIE, Kacalolue-
Csl pacOBOM, HAIIMOHAILHOW MPUHAIC)KHOCTH, MTOJTUTUISCKUX B3TJISI0B, PETUTHO3HBIX WIH (U-
J0copCKUX YOEKIEHUI, COCTOSHUS 370POBbsi U MHTHUMHOM JKH3HHM CYyOBEKTa MEePCOHAIbHBIX
JTAHHBIX.

CpeIlCTBa BbIYMCIUTEIHLHOM TEXHUKH — COBOKYITHOCTB IMPOIrpaMMHBIX U TEXHUYCCKUX 3JICMCHTOB
CUCTEM O6pa6OTKI/I JaHHbIX, CIOCOOHBIX (I)YHKI_[I/IOHI/II)OBB.TB CaMOCTOATCIIbHO UJIKX B COCTAaBC APYIux
CHCTCM.

CyobekT nocryna (Cy0beKT) — JIMLO WM IPOLECC, ACHCTBUS KOTOPOrO PErJIAMEHTUPYIOTCS Mpa-
BUJIAMH pa3rpaHUYECHUA JOCTYyIIA.

TexHnyeckuii KaHAI yTedkd WHGOPMAIMU — COBOKYITHOCTh HOCHTENS MH(popMarmu (cpencrsa
00paboTKM), (HPU3UYECKOH CPebl PACTPOCTPAHEHUSI MHPOPMATHBHOTO CUTHAJIA M CPEIICTB, KOTOPHIMH
noObIBacTCS 3anuIaeMas nHpopmarus.
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TpancrpannyHas nepegaya NMepcOHAJbHBIX JAHHBIX — II€peaya NePCOHAIbHBIX JAaHHBIX
onepaTtopoM uepe3 l'ocynapctBeHHyro rpanuny Poccuiickoit denepaunu opraHy BIIACTH HUHO-
CTPaHHOTO rocyaapcTBa, GU3NYECKOMY WIIH IOPUANUYECKOMY JIMIY HHOCTPAHHOT'O TOCYIapCTBa.

¥Yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHI U (DAaKTOpPOB, CO3/IAIO-
IIMX ONAaCHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM YHCJIE CIy4alfHOI O, I0CTYIa K IEPCOHAIBHBIM JAHHBIM,
PE3yNbTaTOM KOTOPOrO MOYKET CTaTh YHHUTOXKEHHE, U3MEHEHHe, OIIOKMpOBaHUE, KOTIMPOBAHKE, PACTIPO-
CTpaHEeHHE MEPCOHATBHBIX JAHHBIX, & TAKKE WHBIX HECAHKIIMOHMPOBAHHBIX JEHCTBHI MpH X 00padoTKe
B MH(OPMAIMOHHOMN CHCTEME TIEPCOHATBHBIX TAHHBIX.

YHHnuTOKEHHE NEPCOHAJIBHBIX TAHHBIX — ﬂeﬁCTBHH, B PE3YJIILTATC KOTOPBIX HCBO3MOXKHO BOCCTA-
HOBUTH COACPIKAHUEC IEPCOHAIbHBIX TaHHBIX B I/IH(i)OPM&L[I/IOHHOfI CHUCTEMC MCPCOHAJIbHBIX JJAHHBIX WX B
PE3YILTATC KOTOPBIX YHUUTOXKAKOTCA MATCPHUAJIbHBIC HOCUTCIN ICPCOHAJIBHBIX JJaHHBIX.

YTeuka (3a1uIIaeMoii) HH(PpOpMAIIMH M0 TEXHUYECKHM KaHAJIAM — HEKOHTPOJIMPYEMOE PacIipo-
cTpaHeHre MH(OPMAIMK OT HOCUTENTS 3alHIaeMoi nH(popMaIun depe3 GH3HMIECKYI0 Cpey 10 TeXHH-
YECKOT0 CPEe/ICTBA, OCYIIECTBISIONIETO IepeXxBaT HH(POpMAIUH.

YA3BUMOCTB — €1a00CTh B CPEACTBAX 3aIlUThI, KOTOPYIO MOYKHO HCIOJIB30BATh JUIS HAPYILIEHUS
CHCTEMbI WJIM COZIeprKallielics B Hell MH(pOpMaLHK.

HenocTHOCTH MHGOPMALUHT — CTIOCOOHOCTH CPEZICTBA BHIYUCTUTENHHON TEXHUKH HIIM aBTOMATH3H-
POBAHHOM CHUCTEMBI 0OECTICUMBAaTh HEM3MEHHOCTh MH(OPMAIHY B YCJIOBHUSIX CITy4aliHOTO W/WJIH TIPE/IHA-
MEPEHHOI'0 UCKayKEHUS (pa3pyLLEHus ).
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OBO3HAYEHUA U COKPAILIEHUSA

ABC — aHTUBUPYCHBIE CPEICTBA

APM — aBTOMATH3HPOBAHHOE Pabovee MECTO

BTCC — BCIIOMOTaTeJIbHbIE TEXHUYECKUE CPEACTBA U CUCTEMBI
UCIIIH — nH(pOPMAIMOHHAS CHCTEMA TIEPCOHATLHBIX TAHHBIX
K3 — KOHTpOJIUpyeMasi 30Ha

JIBC — JIOKAJIbHAS BEIYUCIIUTEIIBHAS CETh

MD — MEKCETEBOM DKpaH

HCI — HECAHKI[MIOHUPOBAHHBIN TOCTYI

oC — OMepalMoOHHas cUcTeMa

[11u — [IEPCOHAJILHBIC IaHHBIC

I[IMB — MPOrpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBUE

o — IporpaMMHO€E 0O€ecTIeueHHe

IIOMUH — TOOOYHBIE AEKTPOMArHATHBIE W3ITyIEHNS U HABOKH
CA3 — CHCTEMa aHaJIn3a 3alluIIeHHOCTH

C3U — CpEeJICTBA 3alIUThl HHPOpMALUU

C3I1dn — cucTtema (MOJCUCTEMA) 3aIUThI IEPCOHANBHBIX JaHHBIX
COB — cUcTeMa OOHapyKEHUsS! BTOPKEHUN

TKYN — TEXHUUYECKUE KaHATbI yTeUKH HH(pOopMaImm

VBI/In — Yrpo3bI OE30MACHOCTH TIEPCOHATIBHBIX TAHHBIX
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BBEJAEHUE

Hacrosimass IMonutrka wHpOpManuonHoit Oe3omacHoctd (manee I[lonmtuka) MBOY
3anpyanosckoii CII (nanee — YupexaeHue) siBisercss oQUIHaIbHBIM TOKYMEHTOM.

[MonuTuka pazpaboraHa B COOTBETCTBHHM ¢ TpeOoBaHUsAMHU DeepaibHOrO 3aKOHA OT 27 U0
2006 1. Ne 152-®3 «O mepcoHa bHBIX JaHHBIX» B TocTaHoBIeHHs [IpaButenscTBa Poccuiickoi
Oenepauuu ot 1HOs6ps 2012 r. Ne 1119 «O6 yTBepkaeHHH TpeOOBaHMI K 3aIUTe NEPCOHATb-
HBIX JIaHHBIX MpU UX 00paboTke B MHPOPMAIMOHHBIX CHUCTEMaX MEePCOHAJbHBIX JaHHBIX», Ha
OCHOBaHUMU:

- «PexoMmeHmanuii mo obecre4eHno Oe30MaCHOCTH MEPCOHANBHBIX TaHHBIX MPH WX 00paboTKe B
UH()OPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIXY», YTBEPHKACHHBIX 3aMECTHTENEM JTUPEKTO-
pa ®CTIK Poccunm ot 15.02.2008 T.,

- «TUnoBBIX TpeOOBaHMIA [0 OPTAaHU3ANUN U 00ECIICUCHUIO (DYHKIIMOHUPOBAHUS MIHU(PPOBATBHBIX
(kpunrorpaguuecKux) CpeACTB, MPEeIHA3HAYCHHBIX JIJIS 3aIUThl HH()OPMAIIUH, HE COJepIKaIIeh
CBEJICHUH, COCTaBJISIONINX TOCYaPCTBCHHYIO TallHy B CIIy4ae W3 MCIOJIb30BaHUs s oOecrede-
HUS 0€30TaCHOCTH TEPCOHAIBHBIX JAHHBIX MPH MX 00paboTke B MH(MOPMAIMOHHBIX CHCTEMAax
MEPCOHAJIBHBIX JaHHBIX», YTBEPKACHHBIX pyKoBoAcTBOM § Ilentpa ®Cb Poccum 21.02.2008 r.
Ne 149/6/6-662.

B Tlonmutuke ompenenensl Tpeboanust k mnepconany WCII/IH, cTrerneHb OTBETCTBEHHOCTH
NepCcoHaNa, CTPYKTYpa U HEOOXOJUMBIA YPOBEHB 3aIIUIIICHHOCTH, CTATYC M JOJKHOCTHBIC 00sI-
3aHHOCTH COTPYAHHMKOB, OTBETCTBEHHBIX 3a o0ecrieueHrne 0€30IacHOCTH NePCOHAIBHBIX JaHHbBIX
B UCII/In Yupexnenus.
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1 O01ue MoJI0KEeHU A

Lenpro HacTosme [lonmutukn sBaseTcs odbecreueHrne 6€30MacHOCTH 00BEKTOB 3aIUTHI

y‘lpe)KI[eHI/Iﬂ OT BCCX BHAOB YI'p0O3, BHCIHIHUX W BHYTPCHHUX, YMBIIUJICHHBIX U HCIIPCIHAMC-

pPEHHBIX, MUHHMH3AIMs yiiepda OT BO3MOXKHON peanusamuu yrpo3 OeszomacHoctu [1/]H
(YBITn).

be3onacHoCTh NEPCOHAJIBHBIX JAaHHBIX AOCTHUIaCTCA MYTEM HCKIIOYCHUSA HCCAHKIIUMOHUPO-
BaHHOTI'O, B TOM 4YHUCJIC CHy‘I&ﬁHOFO, J0CTYyIIa K MEPCOHAJIBHBIM JaHHBIM, PE3YJIbTATOM KOTOPOI'O
MOKCT CTATb YHUYTOXKCHUC, USMCHCHUC, 6J'IOKI/Ip0BaHI/Ie, KOIIMPOBAHUC, PACIIPOCTPAHCHUC TICP-
COHAJIbHBIX JaHHBIX, 4 TAKKC MHBIX HCCAHKIMOHUPOBAHHBIX HCI}'ICTBHI;’I.

WNudopmanus u cBsi3aHHBIE ¢ HEH pecypchl JOKHBI OBITh JOCTYIHBI JJISi aBTOPU30BAHHBIX

nojip3oBaresei. JIoMmKHO OCYIIECTBISTHCS CBOEBPEMEHHOE OOHApy>KEHHE W pearnpoBaHUE Ha
VBIT/H.

Z[OJ'DKHO OCYHICCTBJIATHCA NPCAOTBPAICHUC NPCAHAMCPCHHBIX WJINA CJ'Iy"IaI\/'IHLIX, YaCTHUYHBIX
HJIA ITOJIHBIX HCCAHKIIMOHUPOBAHHBIX MOI[I/I(bI/IKaIII/II\/’I WM YHUYTOXCHHSA IICPCOHATIbHBIX JaHHBIX.

CocraB 00BEKTOB 3alIUTHI peAcTaBieH B [lepedne nmepcoHaNbHBIX JaHHBIX, YKa3aHHOMY B
INonoxennn 06 00pabOTKE MEPCOHAIBHBIX TaHHBIX.

CocraB UCII/IH, nojuiexamux 3amure, NpeacTaBieH B AKTe 00CIe0BaHUsI TEKYIIEro CO-
CTOSTHUSI TEXHHYECKOMW 3aIUTHI IEPCOHAJIBHBIX TaHHBIX.
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2 Ob6aacthb aeicTBUA

TpeGoBanus Hacrosiet [loauTUKM pacpoCTpaHSIOTCS Ha BCEX COTPYIHUKOB YUpEKACHUS
(IITaTHBIX, BPEMEHHBIX, Pa0OTAIOUIMX MO0 KOHTPAKTY M T.II.), a TAaKXKEe BCEX MPOYMX JHIL (IIOJ]-
PSIYUKY, ayJUTOPBI U T.I1.).
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3 Cucrema 3alUTHI MEPCOHAJBHBIX JAHHbIX

Cucrema 3auuThl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTponTcs Ha OCHOBAaHUU!

- AxTa 00cieoBaHus TEKYIIETO COCTOSHHISA TEXHUUECKON 3alUThI IEPCOHANBHBIX JAHHBIX
- [lepeunst nepcoHaNbHBIX AaHHBIX, HOAJISKAIINX 3AIIUTE;

- AKTOB KilaccupUKanuy HHOOPMAIIMOHHBIX CUCTEM MEPCOHANBHBIX JaHHBIX;

- HacTHBIX MOJENel akTyanbHbIX yrpo3 U BeposiTHoro Hapymmutens MCII1H;

- [Tono>xeHus o pasrpaHUYeHUH IIPaB AOCTYIA K EPCOHAIBHBIM JaHHBIM

- PykoBoasimux nokymentoB @CTIK u ®Cbh Poccun.

Hns ob6ecnieuenuss 3ammtel  VMCIIJIlH HeoOxomuMo coONIOIEHHWE OpPraHU3alMOHHO-
TEXHUYECKUX Mep. AJIMHHUCTpaluei obecrnieunBaeTcsi 0€30MaCHOCTh MEPCOHATbHBIX JAHHBIX B
COOTBETCTBUH C HEOOXOIUMBIM YPOBHEM 3aIUIICHHOCTH, KOTOpasi OnmucaHa B TeXHU4IecKkoM 3a-
JaHuu Ha co3ganue cuctemsl 3amuThl st UCIIH. B Yupexnenuun omnpeneneHsl akTyallbHbIC
yrpo3bl 6e3omnacHocty [1/1H, KoTOpble onucanbl B YacTHOW MOJENIN aKTyalbHBIX YIpO3 U BEpO-
arHoro HapymuTenss UCIx.

Ilon akTyanbHBIMHM yrpo3aMu O€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX MOHMMAETCSl COBOKYTI-
HOCTBH YCJIOBUH M ()aKTOpPOB, CO3MAIOUINX AKTYaJIIbHYIO OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B
TOM YMCJI€ CIy4alHOro, JOCTYyNa K MEePCOHAIBbHBIM JaHHBIM IPU UX 00paboTke B MH(pOpMaIu-
OHHOM CHUCTEME, Pe3yJIbTaTOM KOTOPOT'O MOTYT CTaTh YHUUYTOKEHUE, H3MEHEHHUE, OJIOKUPOBAHHE,
KOIIMPOBaHUE, MIPEIOCTaBICHNE, PACTIPOCTPAHEHUE MEPCOHAIBHBIX JaHHBIX, a TAaKXKE MHBIC He-
IIPaBOMEPHBIE IEHCTBUS.

VYrpo3sl 1-ro THUNA aKTyallbHBI 11 THPOPMAIIMOHHON CHCTEMBI, €CIH JIJIsl HE€ B TOM YHUCIIe
aKTyaJbHbl YIpO3bl, CBS3aHHBIE C HAJIWYMEM HEIOKYMEHTHPOBAHHBIX (HEIEKIapUpOBaHHBIX)
BO3MOXXHOCTEH B CHCTEMHOM IPOrPaMMHOM 00€CTI€UeHUH, UCII0JIb3YeMOM B MH(GOPMaLMOHHON
CUCTEME.

Yrpo3sl 2-T0 THMNA aKTyaJbHbBI sl THHOPMAITMOHHONW CUCTEMBI, €CJIH JIJIi HE€ B TOM YHCIIE
aKTyallbHBl YI'PO3bI, CBSA3aHHBIE C HAJMYUEM HEJOKYMEHTHUPOBAHHBIX (HEACKIapUPOBAHHBIX)
BO3MOXKHOCTEH B TIPHUKIIATHOM MPOTPAMMHOM OOECIEYCHHUH, MCIIOIh3yeMOM B HH(OPMAIMOH-
HOM cucTeMe.

Yrpo3sl 3-T0 TUMA aKTyalbHbI ISl MH()OPMAIIMOHHONW CUCTEMBI, €CIU ISl Hee aKTyalbHbI
yrpo3bl, HE CBSA3aHHBIE C HAJMUYUEM HEIOKYMEHTHPOBAHHBIX (HEAECKIAPUPOBAHHBIX) BO3ZMOXKHO-
CTel B CHCTEMHOM H MPHUKJIAJHOM MPOrPaMMHOM OOECTICYCHHUHU, UCTIOIh3yeMOM B MH(pOpMAIH-
OHHOI CHUCTEME.

Ha ocHOBaHuM 3THX JOKYMEHTOB ONpeaeisieTcss HEOOXOIUMBIM YpOBEHb 3alUIIEHHOCTH
[MIr xaxmoont MCIIJIn Yupexnenus. Ha ocHOBaHWMH aHanm3a aKTyalbHBIX yrpo3 0e30MacHOCTH
[1/I1, onucanHoro B YacTHOM MOJEIN aKTyalIbHBIX yrpo3 U BepoaTHoro Hapymmutens UCITIH u
OtueTa 0 pe3ynbTaTax MPOBEJACHHUS BHYTPEHHEH MPOBEPKE, JETAETCS 3aKII0UeHHE 0 He0OX0au-
MOCTH HMCTOJIb30BaHUSI TEXHUUYECKUX CPENICTB M OPTaHU3AIIMOHHBIX MEPOIPHUATHI A obecrie-
yenus: O0ezomacHoctu [1/]H. BriOpannbie HeoOXouMBbIE MEPOTIPUATHS oTpaxaroTcs B [lnane me-
PONPUATHI 10 3aIUTE NEPCOHAIBHBIX IaHHBIX.
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Jost xaxxnout ICIIJIH momkeH ObITh COCTABJICH CIUCOK UCIOJIb3yeMbIX TEXHUUECKUX CPEJICTB
3aIUThI, @ TaK K€ MPOrPaMMHOTO OOEeCIHedeHus, ydacTBywoIiero B oopadorke I1/IH, Ha Bcex
sanementax UCII/IH:

- APM nonb3oBarenei;
- CepBepa NMPUIIOKECHHIA;
- CYBJ;

- I'panura JIBC;

- KanasnoB nepemaun B ceTH OOIIEro Moib30BaHUSA W (WIIH) MEKIYHAPOIHOTO OOMEHa, €CITH 10
HuM nepenatorces [1/1H.

B 3aBucumoctu ot ypoBus 3amuiieHHocTd WMCIIIn n akryansubix yrpos, C3I1[u moxer
BKJIIOUYATh CIIEYIOIUE TEXHUUECKUE CPEICTBRA:

- aHTUBUPYCHBIE CPENICTBA /IS padOYNX CTAHIINH IOTH30BATENIEeH U CEPBEPOB;
- CpeJICTBAa MEXCETEBOT0 IKPaHUPOBAHUS;

- cpeAcTBa KpUNTOrpaduuecKon 3aiuThl HHGOPMALUY, IPH Neperade 3auiacMoil uH- - Gop-
Mall{u 110 KaHaJlaM CBSI3H.

Tak ke B CIUCOK JOJIKHBI OBITh BKJIIOUEHBI (DYHKIIUU 3aIUTHI, 0OeCcrieunBaeMble IITaTHBIMU
cpenctBamu o0Opabotku I1/n omepammonnsivMu cuctemamu (OC), nmpuknaaaem 10 u cneru-
aJbHBIMU KOMILUIEKCAMHU, PEATU3YIOIIUMU CpeIcTBa 3aluThl. CIIUCOK (PYHKIMMA 3alIUThl MOKET
BKJIFOYATh:

YIOPAaBICHUE U Pa3rpaHUUYCHUE TOCTYIIA MOJIb30BaTeNeH;
PETHUCTPAITUIO U YUET ASUCTBUH ¢ HH(POpMAaITHEi;
- 00ecreunBaTh 11eJIOCTHOCTD JIaHHBIX;

- IPOM3BOJUTE OOHAPYKEHUH BTOP>KEHUH.

Cnucok HUCIoNIb3yeMbIX TEXHUUECKHUX CpPeCTB oTpaxkaeTcs B [lnane meponpusituii mo 3amiu-
TC MCPCOHAJIBHBIX NAHHBIX. Crucok HCIIOJIB3YEMBIX CPCACTB AOJDKCH MOAACPKUBATLCA B AKTY-
albHOM cOCTOSHUH. [Ipy M3MEHEHUHM cOocTaBa TEXHUYECKUX CPENICTB 3allUThl WM 3JEMEHTOB
HCII/IH, cCOOTBETCTBYIOLINE H3MEHEHUS JOKHBI ObITh BHECEHBI B CIIHCOK U YTBEPKIACHBI JH-
PEKTOPOM YUPEKIICHUSI HIIHA JIUIIOM, OTBETCTBEHHBIM 3a o0ecrieueHue 3amuThl [1/]H.
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4 TpeéoBanus k nogcucremam C3I1/1n

C3I1dn BKIIOYAET B ce0sI CIICTYIOIIHNE ITOICUCTEMBI:
- ynpaBneHI/m I[OCTYHOM, peFI/ICTpaHI/II/I nu yqua;
- o0eceueHus HCJIOCTHOCTH U AOCTYITHOCTH,
- aHTUBUPYCHOM 3allUTHI;
- MCIKCCTCBOI'O 3KpaHUPOBAHUAA,
- aHaJIM3a 3alUIIEHHOCTH;
- 0OHapyKeHHs1 BTOPKEHUH;
- KpUITOTPaQUIECKOM 3aIIUTHI.

[Moacuctemsr C3I1/IH umeroT pa3nuuHbiil GyHKIIMOHAT B 3aBUCUMOCTH OT kiacca UCII/IH, om-
peneneHHoro B Akte kiaccu(ukanuu HHPOPMALMOHHBIX CUCTEM MEPCOHAIBHBIX AaHHBIX. Cru-
cok cooTtBeTcTBUs QyHKImid noacuctem C3II/IH kinaccy 3ammuimeHHoCTH npeactasieH B [Iputo-
xeHuun Ne 1.

41 HOZICI/ICTeMLI yYupaBJjeHusd J0CTYIIOM, PErUCTPAllUM U yU€Ta

[loacuctema ynpaBieHuUs! 1OCTYIIOM, PETUCTPAllMU U y4yeTa MpeHa3HaueHa JJIsl peaanu3aluu
cleayromux QyHKIIAN:

- UACHTU(HUKALMK U TIPOBEPKA MMOUTMHHOCTU CyOBeKTOB AocTyna npu Bxone B UCIIIH;

- I/I,Z[GHTI/I(i)I/IKaLII/II/I TEPMUHAJIIOB, Y3JIOB CCTHU, KAHAJIOB CBA3H, BHCIIHUX YCTpOfICTB 10 JIOTU4EC-
CKHUM HMCHaM,

- uaeHTU(UKALIMY TIPOTPaMM, TOMOB, KaTaJloros, (aiios, 3amucel, moje 3amucei Mo MMeHam;

- perucTpanuy Bxoja (BpIX0Ja) CyOBEKTOB JIOCTYIa B CUCTEMY (M3 CUCTEMBI), JIMOO PErucTpanus
3arpy3Kd M UHUAIUATU3AIMN ONICPAIlIMOHHON CUCTEMBI U €€ OCTaHOBA.

- perucTpanvy HOMBITOK JOCTyIa MPOTrPaMMHBIX CpeAcTB (IporpamM, MPOIECCOB, 3aad, 3aj1a-
HUI) K 3aIUIacMbIM (aiinam;

- perucTpaIyu NOMBITOK TOCTYIa MPOTPAMMHBIX CPEACTB K TepPMHUHATIAM, KaHaJlaM CBS3H, - IPO-
rpaMmam, ToMaM, Karajgoram, ¢aitiaMm, 3armicsiM, TTOJIsIM 3aITiuceit.

[loncucrema ympaBieHHsS TOCTYIIOM MOXXET OBITh peaM30BaHa C TOMOIIBIO IITAaTHBIX
cpenctB obpadbotku [1/1x (onepanmonusix cuctem, npunoxeHuit 1 CYB]). Tak sxe MoxeT ObITh
BHEPEHO CIIEIHATbHOE TEXHUYECKOE CPEACTBO WIIM WX KOMILIEKC, OCYIIECTBISIONINE JTOTIOTHHU-
TEJBbHBIE MEPHI M0 ayTeHTU(UKAIIMKA U KOHTPOIt0. Hanpumep, npuMeHeHHE eAMHBIX XPaHUIIHIILL
YUYETHBIX 3alCeil T0JIh30BaTEeNIel U PETUCTPAIIMOHHON MH(OpMAIUK, HCIIOIB30BaHUE OMOMET-
PUYECKUX U TEXHUYECKHX (C TOMOMIBIO AIEKTPOHHBIX POMYCKOB) MEp ayTeHTU(UKAINY U JPY-
THX.
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4.2 Hoacucrema obecneyeHns HEJOCTHOCTH M JOCTYITHOCTH

IMoncucrema obecriedueHus LEIOCTHOCTH M JOCTYIHOCTH MpeaHa3HaueHa JJis oOecreueHUs
esoCcTHOCTA U noctynHocTu [1/IH, nporpamMmubix u anmapatHbix cpenctB UCIIIn Yupexne-
HUSI, @ TaK XK€ CPENICTB 3AIIUTHI, IPU CIYYaiHON WM HaMepeHHON MOAM(UKALINY.

[Moncucrema peanu3yercsi ¢ MOMOIIBIO OPTaHU3ALMU PE3EPBHOTO KOMHUPOBAaHUS 00pabdaThI-
BaeMbIX JaHHBIX, a TaK kK€ pe3epBUpoBaHUEM KitoueBbiX 3nemMeHToB UCII/IH.

4.3 Moxcucrema AHTHBUPYCHOM 321U ThI

[loncucrema aHTHBHPYCHOM 3alUTHI NMpeAHA3HAUYEHA AJid oOecleyeHus aHTUBUPYCHOM 3a-
muThl cepBepoB 1 APM nons3oBatenein UCIIIH Yupexaenus.

CpencTBa aHTUBUPYCHOM 3aIUTHI TIPETHA3HAUCHBI JUTSI PEATU3AINH CISTYIOIINX (yHKITHIA:
- PE3UICHTHBIH aHTUBUPYCHBIH MOHUTOPUHT;
- aHTUBUPYCHOE CKAaHUPOBAHNE;
- CKpHIT-0JIOKUPOBAHUE;

- LEHTPAJU30BAHHYIO/yJAJICHHYIO0 YCTAHOBKY/AEMHCTALLILMIO aHTHBHPYCHOTO NPOLYKTa, Ha-
CTPOWKY, aAMUHUCTPUPOBAHHUE, IPOCMOTP OTYETOB M CTATUCTHYECKOH MH(OpManuu no padore
MIPOAYKTA;

- aBTOMaTU3UPOBAHHOE OOHOBJICHUE AHTUBUPYCHBIX 0a3;

- OTpaHMWYCHHUE TIPaB MOJB30BATENS HA OCTAHOBKY MCIIOJNHSEMBIX 3a/1a4 M U3MEHEHHS - HACTPOEK
aHTUBUPYCHOTO MMPOTPAMMHOTO 00ECIICUSHUS;

- aBTOMAaTUYECKUH 3allyCK cpa3y IOCJIE 3arpy3KU ONEPallMOHHON CUCTEMBI.

[Moncucrema peanusyercs MyTeM BHEIPEHHS CIENHUATBLHOTO aHTUBUPYCHOTO MPOTPAMMHOTO
obecnieuenust Ha Bce dneMenTsl UCIT/IH.

4.4 Toacucerema MeKceTeBOro SKpaHHPOBAHUS

[MomcucremMa MeEKCETEBOTO 3KPAaHUPOBAHMS IPEIHA3HAUCHA JUIS PEaTM3aI[iH CIICTYIOIIHX
byHKIMiA:

- (WIBTpaMKM OTKPBITOTO W 3amu@pPOBAaHHOTO (3aKkpwiToro) IP-Tpaduka mo ciemyromuM Iapa-
MeTpaM;

- (pMKcauuy BO BHYTPEHHUX JKypHaJlaX HH(POPMALUHU O MPOXOAIIEM OTKPBHITOM U 3aKpbITOM IP-
Tpaduke;

- HACHTH()UKANA U ayTEeHTU(PHUKAIIUIO aIMHHACTPATOPA MEKCETEBOT0 IKpaHa IPH €To - JOKallb-
HBIX 3aIpocax Ha JOCTYTI;

- perucrpanum Bxoaa (BBIXO,Z[a) AAMHUHHUCTpATOPa MCKCETCBOI'0 3KpaHa B CUCTCMY (I/I3 CI/ICTGMLI)
6o 3arpys3Ku U1 MHUIIUAJIU3aluu CUCTCMBI U €€ IPOTrpaMMHOI'0 OCTAHOBA,

- KOHTPOJIS LIEJIOCTHOCTH CBOEH MPOrpaMMHON M HH()OPMAITMOHHOM YacTH;

MNonntnKa nHpopmaumnoHHol 6esonacHoctn. CTpaHuua 16 us 34



- (WIBTpalK TAKETOB CIIY>KEOHBIX MPOTOKOJIOB, CIYXKAIMX Ul AWATHOCTHKH W YIPaBJICHUS
paboToil ceTeBBIX YCTPOUCTB;

- (punpTpanmH ¢ y9eToM BXOJIHOTO M BBIXOJHOTO CETeBOTo MHTEpdeiica Kak CpPeICTBO MPOBEPKH
TIOITUHHOCTU CETEBBIX aJIPECOB;

- pCrucCTpanuu 1 y4ucTa 3anpanmnBaCMbIX CCPBUCOB NPUKIATHOTO YPOBHS;

- OJIOKMpOBAHUS JOCTyIa HEUACHTHU(PHUITUPOBAHHOTO 00BEKTa WM CYOBEKTa, TOMTHHHOCTh KOTO-
poro npu aYTeHTI/I(bI/IKaHI/II/I HE NMOATBEpANIIaCh, METOJaMHU, YCTOI\/’IT-H/IBI)IMI/I K IE€pEeXBary,

- KOHTPOJIA 3a CETEBOM aKTUBHOCTBIO HpI/IHO)KeHI/Iﬁ n 06Hapy>1<eHI/1$[ CCTCBBIX aTakK.

[loacuctema peanuzyercs BHEAPEHUEM MTPOrPAMMHO-ANMNAPATHBIX KOMIUIEKCOB MEKCETEBOTO
sKkpanupoBaHus Ha rpanuie JICB, kmaccom He HIDKE 4.

45 IToacucrema aHaau3a 3alMUIIEHHOCTH

[Moncucrema aHanm3a 3alIMIEHHOCTH, JOJDKHA OOECTICYMBATH BBISIBICHUS YSI3BUMOCTEH,
cBs3aHHBIX ¢ ommOkamu B kKoHburyparuu 110 MCIIdH, koTOopsle MOTYT OBITh HCITOIB30BaHbI
HapyLIUTEIEM IS peau3allii aTaky Ha CUCTEMY.

(DYHKIII/IOHZU'I INOACHUCTEMBI MOXCT OBITh pc€ain3oBaH IPOrpaMMHBIMU W IIPOTrpaMMHO-
alrapaTHbIMU CPEACTBAMU.

4.6 Moxcucrema 0GHAPY:KEHHs] BTOPIKEHHMI

[Toxcuctema oOHapYKEHHS BTOPKEHHH, JOKHA 00€CTICUMBATh BHISIBICHUE CETEBBIX aTak Ha
anemenTsl UCITJIH, moakiro4eHHbIe K CETSM OOIIEro MoJjib30BaHusl U (WJIM) MEXIYHAPOIHOTO
oOMeHa.

q)}IHKI_[I/IOHaH noACHUCTEMBI MOXCT OLITH pcain30BaH MHNpPOrpaMMHBIMH W HPOTrPpaMMHO-
arfrmapaTHbIMU CPEACTBAMMU.

4.7 Moacucrema kpunTorpadu4ecKoil 3aUHTHI

[Moncucrema kpunrorpaduyecKoil 3amuThI peaHa3HadeHa aist uckimoyenuss HCJL x 3amu-
maemoit uHpopmanuu B MCIIIH Yupexaenus, npu ee nepegadu Mo KaHajiaM CBSI3U ceTeil 00-
IIETO MOJIb30BaHUA U (MJIM) MEKITYHAPOAHOTO OOMEHA.

[loncucrema peanusyercss BHEAPEHUEM KpPUOTOrpapUUECKUX MPOrpaMMHO-aNapaTHBIX
KOMILIEKCOB.
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5 Hons3oBarean UCIAu

B UCII[An YupexneHus MOKHO BBIIEIUTH CIIECIYIOIIUE TPYIIIBI OJIb30BATENEH, y4aCTBYIO-
mux B 00pabotke u xpanenuu [1/1H:

- Anmunuctparopa UCIIH;

- Anmmunuctparopa 6e3omacuoctu UCIL/IH;

- Oneparopa APM;

- AIMUHHCTpaTOpa CeTH;

- TexHMYEeCKOTO CTIeHUANIKCTa MO 00CITYKUBAHUIO TEpU(EepHIHOT0 000pyI0BaHUS;
- [Iporpammuct-pazpadotank UCIT/1H.

JlanHble 0 rpymnmax IMojib30BaTelsiX, YPOBHE HUX JOCTYyNa U MHGOPMUPOBAHHOCTH JOJIKEH
ObITH OTpakeH B [1o0keHNH O pa3rpaHUuEeHUH MPaB JOCTYIA K IEPCOHATBHBIM JaHHBIM.

5.1 Aamunncrparop UCIIIn

Anmvmunuctparop UCIIIH, coTpynHuk YupexaeHus, OTBETCTBEHHBIN 3a HACTPOUKY, BHEApE-
e u conpooxaenue VCII/IH, obecneunBaeT (HyHKIMOHUPOBAHUE TOJCHCTEMBI YIIPaBICHUS
noctynnom MCIIJIH 1 ynoaHOMOYEH OCYLIECTBIATh MPEAOCTABICHUE U Pa3rpaHUYEHUEe JOCTyna
KOHEYHOro nojs3oBatesns (Oneparopa APM) k aseMeHTaM, XpaHsIUM NEPCOHAIbHBIE JaHHBIE.

Anmvunuctpatop UCII[IH o6namgaer cneayrommM ypoBHEM JIOCTyIA U 3HAHUMN:

- o0najgaer MONHOW MHGpOpMalWeld 0 CHUCTEMHOM W TPHUKIAJTHOM MPOTPAMMHOM OOeCIeYeHUH
UCIIH;

- 00naaeT moHOM nH(popMaIueit o TeXHUUeCKuX cpencTBax u koHpuryparun UCIT/IH;
MUMEET JIOCTYII KO BCEM TEXHHUUYECKHM cpeacTBaM o0padotku nndopmarmu u ganasiM MCI1/IH;

- o0Omamaer mpaBaMu KOHQUTYPHPOBAHUS W aIMHUHHCTPATUBHON HACTPOWKH TEXHUYECKUX
cpencts UCIIdH.

5.2 Anmunncrparop 6esonacnocru UCIIn

Anmunuctpatop ©Oe3omacHoct MCIIIH, coTpynHuK VYupexIeHus, OTBETCTBEHHBIH 3a
dbyakuuonupoanue C3I1/IH, BKIIFOUYass 0OCITyXKMBaHWE W HACTPONKY aJIMUHHCTPATUBHOM, Cep-
BEPHOM U KIIMEHTCKON KOMIIOHEHT.

Anmunuctpatop 6e3onacHoctd UCII/IH o6namaer cneayromuM ypoBHEM JTOCTYIA ¥ 3HAHUIA:
- obnmanaet npaBamu Anmunuctparopa UCII/1x;
- o0agaet nmonHoi uHpopmanueit 06 UCITH;

- UMEeT JOCTYII K CPEAICTBaM 3aIIUTHl HHPOPMAINK ¥ MPOTOKOJIMPOBAHUSA M K YaCTH KITIOUEBBIX
anementoB UCIIx;
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- HE MMEET MpaB JIOCTyNa K KOH(QDUIYPUPOBAHUIO TEXHHMYECKUX CPEJICTB CETH 33 UCKIIOYCHUEM
KOHTPOJBHBIX (MHCIICKIUOHHBIX ).

Anmunuctparop 6e3onacHoctd MICII/IH ynoaHoMoueH:

- pean30BBIBaTh MOJHUTHKY Oe3omacHOCTH B dacTH HacTporiku CK3M, MekceTeBhIX 3KpaHOB U
CHUCTEM OOHAPYKEHHUS aTak, B COOTBETCTBUU C KOTOPBIMU IOIB30BaTenb (OmepaTop APM) momy-
gaeT BO3MOXXHOCTB paboTarth ¢ dnemenramu MCII/H;

- OCYHUICCTBJIATH ayAUT CPCACTB 3alIUThI;

- yCTaHABJIMBATh JIOBEPHUTEIBbHBIE OTHOIIEHUS CBOEH 3alUIIEHHON ceTH ¢ ceTsimu apyrux Opra-
HHU3aIUH.
5.3 Oneparop APM

Omneparop APM, cotpyaauk YupexxaeHus, ocymecTisionmii o0padotky [1/n. O6paboTka
[T111 BKIIOYaEeT: BO3MOXKHOCTE nipocmotpa [1JIH, pyunoit BBox I1/In B cucremy UCII/IH, dop-
MHUpPOBaHHE CIIPABOK M OTYETOB MO MH(popmaruu, nonydeHHoi nu3 UCIIIn. Oneparop He numeer
MTOJTHOMOYHH JIJIS YIpaBJICHUs noicucteMamu oopabotku nanabix U C3I1IH.

Omnepatop UCIIJIH o6anaer caeayomuM YpOBHEM JIOCTyIA U 3HAHUMA:

- o0magaeT BceMHu HEOOXOMIMMBIMU aTpuOyTaMu (HaIpuMep, apoyieM), 00eCIIeYHBAIOIIMMH IO C-
TyH K HEKOTOpOMY IToAMHOkecTBY I1J1H;

- pacmooJjaracet KOH(I)I/II[GHHI/I&HI)HI)IMI/I JaHHBIMHU, K KOTOPBIM UMECT NOCTYII.

5.4 Aamunucrparop cern

AJMHUHHUCTPATOP CETH, COTPYAHUK YUpexKACHHsI, OTBETCTBEHHBIN 3a ()yHKIIMOHUPOBAHHUE Te-
nexoMMyHuKannoHHoi noacucremsl MUCII/IH. AnMUHHACTpATOp CETH HE UMEET MOJIHOMOYUHN AJIs
ynpaBJeHHs MOACUCTEMaMH 00pabOTKU JaHHBIX U OE30MaCHOCTH.

AaMuHHCTpaTOp ceTy 00Ja1aeT CIEeaYIONIUM YPOBHEM JIOCTYIIA M 3HAHHIA:

- oOmamaeT JacThi0 WH(QOPMAIMH O CHCTEMHOM M TPUKIIATHOM IMPOTPAMMHOM OOECIeUeHUH
UCTI/H;

- 00nagaeT yacTpio HHpOPMaHMK O TEXHUYECKHX cpencTBax u KoHdurypanun UCI/IH;

nMeeT GU3MYECKHA TOCTYI K TEXHHYECKHM CpeACcTBaM 00paboTKH MHGPOPMAIMHA W CPEIACTBAM
3aIUTHI;

- 3HaACT, 110 MEHBIIICH MCpPE, OAHO JICTAJIbHOC UM OOCTYyIIA.

5.5 Texuuueckmii crenuaJINCT MO 06CTY:KHBAHHIO ePHPEPHITHOTo 060PyI0BAHHS

TexHUYeCKUH CHEIUATNCT M0 OOCTYKUBAHHUIO, COTPYIHUK YUPEKICHUSsI, OCYIIECTBIAET 00-
CIly’)KUBaHHE U HAcTpoiiky nepudepuiinoro odopynosanust UCIIJIH. TexHnyeckuil crienuanuct
110 00CITy’)KUBaHUIO HEe UMeeT Joctyna K I1/1H, He uMeeT nmosHOMOUMI A1 ynpaBiIeHUs MOJICUC-
TeMaMH 00pabOTKU JAHHBIX U O€30MaCHOCTH.
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TexHU4YeCKHUi CrenuaInucT 1Mo OoOCTy)KHBAaHUIO 00JIalaeT CICAYIONIUM yYpOBHEM JOCTyIa U
3HAHWH:

- 06naz[aeT YaCTbHO I/IH(l)OpMaI_II/II/I 0O CUCTCMHOM U HpI/IKHaI[HOM HpOFpaMMHOM O6CCHCIICHI/II/I
VCTI/Tx;

- o0nagaeT yacThio HHQOPMAIMK O TEXHUYECKHX cpencTBax u kKoHpurypamuu UCI/IH;
3HAET, 110 MEHbIIEH Mepe, O/IHO JICTATLHOE UMS JOCTYIIA.

5.6 Mporpammucr-paspadorunk UCIIn

[IporpamMmmucThI-pa3zpaboTYNKK (OCTABLIMKH) NPHKJIAJAHOTO MPOrpaMMHOT0 obecreueHus, odecre-
YHBAIOLINE €r0 CONPOBOXACHHE Ha 3alluinacMoM o0bekTe. K HaHHOM Ipymme MOryT OTHOCHUTBCSA Kak
COTPYZIHHUKH YUPEKACHUS, TaK U COTPYAHUKH CTOPOHHHUX OpTaHM3aLUH.

@U3NUECKOE JIUI0 3TOW KAaTErOPUHU:
- o0magaeT nnpopmanuei o0 anropuTMax u nporpammax oopadotku nnpopmanun Ha UCITH;

- o0ylajaeT BO3MOXKHOCTSIMH BHECEHHUS OIMWOOK, HEMEKJIAPHPOBAHHBIX BO3MOXKHOCTEH, IIPO-
IPaMMHBIX 33KJIQJI0K, BPEJIOHOCHBIX IporpaMm B nporpammuoe obecrnedenue CIT/{n Ha craquu
ec pa3pabOTKH, BHEJPECHUS ¥ CONPOBOXK/ICHHUS;

- MOXET pacrionarath Jr0bIMU (hparMeHTamu nHpopMmanuu o tornonoruu UCIIJIH u TexHuve-
CKHX cpencTBax oOpaboTku u 3amuThl [1/]H, o6padbareiBacmbix B UCIT/H.
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6 TpeGoBanus k nepconany no odecnedennio 3amuTol [1IH

Bce corpyanuku Yupexnaenus, spigromuecs nodb3oBarenamu MCIIIH, nomKHBI 4eTKO
3HATh U CTPOTO BBIMOJIHATH YCTAHOBJICHHBIE MPABWJIa U OOS3aHHOCTHU IO JOCTYIY K 3allUIllac-
MBIM 00BEKTaM U COOJIIOJICHUIO MPUHATOTO pesknuma Oe3omacHoctu [1/1H.

[Ipu BcTymieHHH B JOJDKHOCTh HOBOT'O COTPYIHMKA HEMOCPEICTBEHHBIM HAYaIbHUK MOJpa3-
JIEJICHHs, B KOTOPOE OH TOCTYIAeT, 0053aH OpPraHW30BaTh €r0 O3HAKOMIICHHE C JIOJDKHOCTHOU
WHCTPYKIMEH U HEOOXOTUMBIMU JTOKYMEHTAMH, PETIAMEHTUPYIOIIUMHU TpeOOBaHUs 1O 3alluTe
[11H, a Takke oOydeHHE HABBIKAM BBITIOJIHEHHS MPOIEAYP, HEOOXOAUMBIX JJIsi CAaHKIIMOHUPO-
BaHHOTO ucnojb3oBanus UCII/IH.

CoTpynHUK MOKEeH OBITh 03HAKOMJIEH CO CBEACHHSIMH HacTosmiei [lomuTHuKH, MpUHATHIX
nporeayp padotsl ¢ anemenTamu UCI1Ix u C3I1/]H.

CoTpynHuku VYUpexIeHUs, HCIHOJb3YIONIMEe TEXHUYECKHE CpeCTBa ayTeHTH(UKAIIUY,
JIOJKHBI 00€CTIeYNBAaTh COXPAaHHOCTh MACHTH(PHKATOPOB (AJIEKTPOHHBIX KJIIOUEH) W HE JIOIyC-
katb HCJI x HUM, a Tak k€ BO3MOYKHOCTb MX YTEPHU WJIM HCIOJIb30BAaHUS TPETHbHUMH JIMLIAMH.
[onp30BaTeny HECYT MEPCOHAIBHYIO OTBETCTBEHHOCTH 32 COXPAHHOCTh UIEHTH(PHUKATOPOB.

CoTtpynuuku YUpeKIeHHs JTOHKHBI CIE0BAaTh YCTAHOBJICHHBIM IMPOIICAYpaM MOIIep KaHUs
pexxuma Oe3zomacHoctd [1/IH mpu BeIOOpE M MCHOIB30BAaHUM MApOsiei (eclu HE MCHOJB3YIOTCS
TEXHUYECKUE CPEICTBA ayTeHTU(DHUKAIINN).

CoTpynHuKH YUpeKICHUS TODKHBI 00ECIeYMBaTh HAIUICKAIIYIO 3alIUTy O00OpYyIOBaHMUS,
OCTaBIISIEMOT0 0€3 MPUCMOTPa, OCOOCHHO B TEX CIydasX, KOrJa B MOMEIICHHE UMEIOT JOCTYII
MOCTOPOHHHUE JiHIla. Bcee mosb30BaTe I AOJDKHBI 3HATh TpeOoBaHus mo OezomacHocTu [1/IH u
MPOLIEYPHI 3aIIUTHl 000PYAOBaHUS, OCTABICHHOTO 0€3 MPUCMOTPA, & TAK)KE CBOM 00sI3aHHOCTHU
10 00CCIIECUCHHIO TAKOM 3aIHTHI.

CoTpynHuKaM 3ampeniaeTcs yCTaHaBINBAaTh OCTOPOHHEE MPOrpaMMHOE oOecreueHue, moi-
KITF0YaTh JINYHBIE MOOMIIFHBIC YCTPOWCTBA M HOCUTEIM WH(POPMAIIUH, a TaK XK€ 3aIUChIBATh Ha
HUX 3allUIIaeMyo HHGOPMaIHIO.

CoTpyaHHMKaM 3amperiaercsl pasriamarh 3allyaeMylo HH(opMaluio, KoTopas craja UM
M3BECTHA MpH padboTe ¢ UHYOPMAIIMOHHBIMU CUCTEMaMH Y UPEKICHUS, TPETHUM JIULIAM.

ITpu pa6ote ¢ [1[In B UCII[IH cotpynauku YupexxaeHus o0s3aHbl 00ECIIEYUTh OTCYTCTBUE
BO3MOXXHOCTH 1pocMoTpa IT/[H Tpetbumu nuriamu ¢ MOHUTOpoB APM miin TepMHUHAIIOB.

[Tpu 3aBepmiernn pabotsl ¢ UCIIIH coTpyauauku o0s3anbl 3ammTuTh APM i TepMHUHAIIBL
C MOMOIIBI0 OJOKHUPOBKU KITFOYOM HIIM SKBUBAJICHTHOTO CPEJCTBA KOHTPOJISI, HAIIPUMED, AOCTY-
IOM 10 TIapOJII0, €CIIN HE UCIIOJIB3YIOTCS 00Jiee CUIbHBIE CPECTBA 3AIIUTHI.

CoTpynHUKH YUpeKIACHHS JOJDKHBI ObITh TPOMH(OPMHUPOBAHBI 00 Yyrpo3ax HapylIIeHUS pe-
xuma 6e3omacHocTr [1/IH 1 OTBETCTBEHHOCTH 3a ero HapymeHue. OHM JOKHBI OBITH 03HAKOM-
JICHBI C YTBEPXKICHHOM (HOpPMATLHOM MPOIEAYPO HAJIOKEHUS JTUCIUIUTMHAPHBIX B3bICKAHUH Ha
COTPYIHUKOB, KOTOpble Hapyrmmwiu [lomuTuky MHPOPMAITMOHHON 0€30MacHOCTH ¥ TPOIEAYPHI
oe3omacuoctu I1/1H.

CotpynHuku 00s3aHbl 0e3 MpoMeneHus coodmaTh 000 Bcex HAOM0JaeMbIX WIM MOJ03pH-
TeNbHBIX ciydasx pabotsl MCIIJIH, Morymmx nosneds 3a coboit yrpossl 6e3omacuoctu [1/1H, a
TaKXe O BBISBICHHBIX UMHU COOBITUSX, 3aTparuBaroiux 6e3omnacHocTs [1/IH, pyKOBOJACTBY MoJ-
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pas3zeneHus | JIMIY, OTBEUYAIONIEMYy 32 HEMEUICHHOE pearupoBaHHE Ha Yrpo3bl 0€30IMacHOCTH

I1/1n.
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7 JonxnocTHbie 0013aHHOCTH NoJb3oBaTes el UCITIn

JlomxHocTHBIE 00s13aHHOCTH nosb3oBaTeneit MCII/{H onucaHsl B ClieylOMUX TOKYMEHTAX:

- Mucrpykuus anmuauctparopa UCI/IH;

- Unctpykuus agmunuctparopa 6ezonacaoctu UCIH;

- MuacTpykuus noap3oBarens MCIIH.
OtBercTtBeHHOCTH cOTpynHUKOB UCII/IH Yupexnenus.

B cootBercTBHH cO cT. 24 DenepanbHOro 3akoHa Poccuiickoit ®enepanuu ot 27 utons 2006
r. Ne 152-@3 «O nepcoHalabHBIX JaHHBIX)» JIUIAa, BUHOBHbIE B HAPYILIEHUU TPeOOBaHUIN JaHHOTO
@DenepanbHOIO 3aKOHA, HECYT I'PaXAAHCKYIO, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, NUCLUIIIIMHAD-
HYI0O U HMHYIO NPEIyCMOTPEHHYI 3aKOHOJATelnbCTBOM Poccuiickoi denepanuy OTBETCTBEH-
HOCTBb.

JleiicTByromee 3aKOHOAATEIHCTBO PD MO3BOMSET MpEAbsIBISATh TpeOOBaHUS MO obecriede-
HUIO 0e30macHOi paboThl ¢ 3amuIIaeMoil HHpopManuei U npeaycMaTpuBaeT OTBETCTBEHHOCTb
3a HapylEHUE YCTAaHOBJIEHHBIX MpaBWJI 3KcIulyataunu 9BM u cuctem, HeIpaBOMEPHBINA TOCTYI
K MHpOpPMALIMH, €CIHM 3TU ACUCTBUS NMPHUBENIN K YHUUTOKEHUIO, OJIOKMPOBAHUIO, MOAU(PHUKALIUN
nH(pOopMalvy WIK HapylIeHuto padotel DBM unu cereit (ctatbu 272,273 n 274 YK POD).

Anmunuctpatop UCIIIn u anmunuctparop 6e3onacnoctu UCIIIH HECYT OTBETCTBEHHOCTD
3a BCE ACUCTBHUSA, COBEPILIEHHBIC OT MMEHH MX YYETHBIX 3alIUCEH MM CUCTEMHBIX YUETHBIX 3allu-
cell, ecnu He JJoka3aH (aKkT HECAaHKIIMOHUPOBAHHOIO UCIIOJIB30BAaHUS YUETHBIX 3alHCEH.

[Ipu HapymeHusix coTpynHuKamu YupexaeHnus — nosnb3zoBatened UCIIIn npaBui, cBsi3aH-
HBIX ¢ OezomacHOCThIO [1/lH, OHU HECYT OTBETCTBEHHOCTH, YCTAHOBICHHYIO JICWCTBYIOIINM 3a-
KoHoJ1aTenbcTBOM Poccuiickoit @eaepanuu.

[IpuBeneHHble Bblle TpeOOBaHHS HOPMATHUBHBIX JTOKYMEHTOB IO 3aliuTe HH(pOpMaLuu
JOJKHBI OBITH OTpakeHbl B IlonokeHusx o moapas3ieneHusIX YUpekIeHUs, OCYIIECTBISIOIINX
o6pabotky [11n B UCII/IH 1 1OJKHOCTHBIX HHCTPYKLHUAX COTPYIHUKOB Y UPEKICHHUH.

Heob6xonumo BHectu B [lonoxkeHus: 0 moapa3faesieHusIX Y UpexkaeHus, OCYIIECTBISAIOMNX 00-
pabotky I1/In B UCIIIH cBenenus 00 OTBETCTBEHHOCTH MX PYKOBOJUTENEH M COTPYIHHKOB 3a
pasriamieHue 1 HeCaHKIIMOHUPOBAaHHYIO MoaHupukanuio (uckaxenue, panscudukanmo) [1/1H, a
TaK)Ke 32 HEMPaBOMEPHOE BMENIATEILCTBO B MPOLIECCHI UX aBTOMAaTU3WPOBAHHOM 00pabOTKH.
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8 CnucoK HCIOJb30BAHHBLIX HCTOYHHKOB

OCHOBHBIMU HOPMAaTHBHO-TIPABOBBIMU U METOJUYCCKUMH JTOKYMEHTaMHU, Ha KOTOPBIX Oa3u-
pyercs Hactosuiee [lonoxkeHue SABIAOTCS:

1 ®enepanbubiii 3akoH o1 27.07.2006 r. Ne 152-®3 «O nepcoHanbpHBIX JaHHBIX» (Hanee —
@3 «O nepcoHanbHBIX JAHHBIX»), YCTAHABIMBAIOIIUN OCHOBHBIC MPHUHLUIBI U YCIOBUS 0Opa-
6otku I1/]H, mpaBa, 003aHHOCTH U OTBETCTBEHHOCTb YYAaCTHUKOB OTHOIICHHA, CBSI3aHHBIX C 00-
pa6otkoii I1/]H.

2 Ilocranosnenue [IpaButensctBa Poccuiickoit deneparmn ot 1HOs6ps 2012 1. Ne 1119 «O6
YTBEP)KICHUU TPEOOBaHUM K 3alllUTe NEePCOHAIBHBIX JaHHBIX MPH UX 00paboTke B MH(pOpMaLu-
OHHBIX CUCTEMAaX MEPCOHATBHBIX JAHHBIX).

3 «llonoxenue 06 0cOOEHHOCTSIX 00paOOTKU MMEPCOHATBHBIX JAHHBIX, OCYIIECTBIAEMON 0e3
WCIIOJIB30BAaHUs CPEJCTB aBTOMATU3aMN», yTBEpKIeHHOe [locTtanoBiennem llpaBurenscta PO
oT 15.09.2008 r. Ne 687.

4 (TpeboBaHUsI K MaTepUATbHBIM HOCHTEISIM OMOMETPUYECKHX MEPCOHAIBHBIX TaHHBIX U
TEXHOJIOTUSIM XPAaHEHHsI TaKUX JAaHHBIX BHE MH(OPMAIMOHHBIX CHUCTEM NEPCOHAIBHBIX JaH-
HBIX», yTBepxaeHHble [locTanoBneHuem IlpaBurenscrBa P® ot 06.07.2008 1. Ne 512.

5 HopmaTtuBHO-MeTOIMYECKHE JOKYMEHTHl DeniepaabHOi CIyKO0bl O TEXHUYECKOMY U JKC-
neprHoMy KoHTpoisito Poccuiickoit @enepanuun (nanee - ®CTOK Poccun) no obecrnieueHuro
6e3onacHoctu [1/IH npu ux o6padotke B UCII/IH:

6 Pexomenmanuu o odecredeHno 0e301MacHOCTH IEPCOHATBHBIX JTAHHBIX MTPH HX 00paboTKe
B MH(POPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX, YTB. 3aM. aupektopa @PCTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEPOIPUATHUS MO OpPraHU3alMy U TEXHHYECKOMY OOecreueHHI0 0e30MacHOCTH
MEPCOHANBHBIX JAaHHBIX, 00pabdaThiBa€MbIX B MH(GOPMALIMOHHBIX CHUCTEMaxX MEPCOHAJIBHBIX J1aH-
HBIX, yTB. 3aM. nupekropa @CTIK Poccun 15.02.08 r. (JICII)

8 bazoBass Mojienb yrpo3 0e30MacHOCTH MEePCOHATBHBIX JIAHHBIX NMPH WX 00pabOTKe B WH-
(OopMalMOHHBIX CHCTEMaX IEepPCOHANBHBIX HaHHbBIX, yTB. 3aM. aupekropa OCTOK Poccun
15.02.08 r.

9 MeToauka ornpeaeNeHus] akTyalIbHBIX YIpo3 0€30MacHOCTH MEePCOHANBHBIX JAHHBIX MPU UX
00paboTke B HMH(OPMALMOHHBIX CHUCTEMaX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. JUpEKTOpa
OCTIK Poccun 15.02.08 .
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IIpuioxenne 1

Ne [Tnan - nepeyeHb TEXHUUECKUX MEPONpUsATHii o obecnieuenun 6ezonacHocty MCIT/] K3 K2 K1
| B noacucreme ynpaBiieHHs 1OCTYIIOM:
Peanu3oBaTh HIEHTUHUKALINIO U IPOBEPKY MOAITUHHOCTH CYOBEKTOB TOCTYIA TIPU
1 BXoJi¢ B onepanronnyto cucremy MCIT/IH mo naposto ycioBHO-MIOCTOSHHOTO JEUCT- + + +
BUSI, ITTHHOM HE MEHEE MIeCTH OYKBEHHO-IIU(POBBIX CUMBOJIOB;
PeannzoBaTh ueHTHHUKALINIO TEPMUHAIIOB, TEXHUUYECKUX cpeAcTB oopadotku [1/1H,
2 y310B UCII/IH, KOMIIbIOTEPOB, KaHAJIOB CBsI3H, BHEIIHUX ycTpoiicTB MCII/IH mo ux - + +
JIOTUYECKUM UMEHaM (azpecam, HoMepaM);
3 Peanu3oBaTh HIeHTU(DHUKALINUIO IPOTPAMM, TOMOB, KaTaluoros, (haijaoB, 3ammucei, mo- i + +
JIe# 3amucen 1o MeHaM;
4 Peann3oBaTh KOHTPOJB TOCTYIA CYOBEKTOB K 3aIIUIAEMBIM PECYpPCaM B COOTBETCT- + +
BHUM C MaTpPULIEH 10CTyNa;
npu Hanmuuu nojkntoueHus UCI/IH k ceTsam 0011ero noib30BaHus JOKHO MPUMeE- He aumxe 5-ro He mrke 4-ro He mmxe 3-ro
5 HSTBCS MEKCETECBOC dIKPAaHUPOBAHHUE. YPOBHS 3a11- YPOBHS 3allu- YPOBH 3a11-
IIE€HHOCTHU HICHHOCTH IIEHHOCTH
s oGecrieuenns 6e3omacHoro MexcereBoro B3anmoaerictsust B UCIIIn st pas- He nmxe 5-ro | He Huxe 4-ro | He Huxe 3-ro
6 HBIX KJIACCOB HEOOXOJIMMO HCIOJIb30BaTh MO YPOBHS YPOBHS YPOBHS
3alIMIIEHHOCTH | 3aIUINEHHOCTH | 3alIUIIIEHHOCTH

CpencTBo 3amuThl OT TPOrpaMMHO MaTeMaTH4eckux Bo3aekcTeuii (IIMB):

Monntnka nHpopmaumnoHHoi 6esonacHoctn. CtpaHuua 25 us 34




Peanu3oBaTh HAeHTU(UKALUIO U ayTEHTU()UKALNIO CYOBEKTOB JOCTYIIA IIPU BXOJE B
CPEJICTBO 3allUThI OT IPOrpaMMHO MaTeMaTHueckux Bo3aeiicteuil (IIMB) u nepen
BBIITOJIHEHUEM UMM JIFOOBIX ONlepaluii 10 yIpaBieHNI0 (YHKIHUAMHU CPEACTBA 3allu-
T OT [IMB 1o mapotto (nim ¢ uCroJb30BaHUEM MHOTO MEXaHu3Ma ayTeHTU(DHKa-
LIUM) YCIOBHO-IIOCTOSIHHOTO JEHCTBUSA JJIMHON HE MeHee 1IecTH OyKBEHHO-

1M (POBBIX CHMBOJIOB;

OcymecTBIATh KOHTPOJIb JIFOOBIX TEUCTBUI CyOBEKTOB JOCTYIIA MO YIIPABICHHUIO
¢byHKUMAMEU cpecTBa 3amuThl 0T [IMB TosbKO 1MocIie IpoBeIeH s ero yCHeHon
ayTeHTH(UKAIIHH;

[IpenycMoTpeTh MeXaHU3MBbI OJIOKMPOBAHHUS JOCTYNA K cpelcTBaM 3amuThsl oT [IIMB
IIPY BBINIOJHEHUH YCTaHABIMBAEMOIO YHMCJIA HEYJAYHBIX IIONBITOK BBOJA MAPOJIS;

Heo0OxoauMo npoBOaUTh HASHTUPUKAIINIO (DalIOB, KaTaJIOrOB, MPOTPAMMHBIX MO-
JlyJiei, BHEIIHUX YCTPOMCTB, UCTIOJb3YEMBbIX CpeACTB 3aniuThl oT [IMB;

B noacucreme perucTpanmu U y4deTa:

OcymecTBIATh PETUCTPALIMIO BXO/A (BbIX0/1a) CYyOBbEKTa 10CTyIa B CUCTEMY (U3 CHC-
TEMBI), TMOO0 PETUCTPALMIO 3arPy3KU M MHUIMATIN3ALMH OTIEPALIMOHHOM CUCTEMBI U
€e MPOrpaMMHOI0 OCTaHOBa. Perucrpanus BBIXOAa U3 CUCTEMBI WIIM OCTAaHOBA HE
IIPOBOJUTCS. B MOMEHTHI anmnaparypHoro otkitodenus UCIT/IH. B mapamerpax peru-
CTpalliu yKa3bIBaIOTCS J1aTa U BpeMs BXo/ia (BbIX0J1a) CYObEKTa JOCTyIa B CUCTEMY
(U3 cucTeMbl) WM 3arpy3KH (OCTAHOBA) CUCTEMBI;

[IpoBOIUTH yUeT BCEX 3aIIMIIAEMBIX HOCHTEIEH HHPOPMAIIUHU C TIOMOIIBIO UX JTF000i
MapKUPOBKH U C 3aHECEHUEM YUYETHBIX JaHHBIX B KypHaI (YUETHYIO KapTOUKY);
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[IpoBoANTH perucTpaluio BXoAa/Bbixoa CyObeKTOB JOCTYIA B CPEACTBO 3aLUTHI OT
[IMB, perucrpanuto 3arpy3kd 1 HHULAAIN3ALUU 3TOr0 CPEACTBA U €€ IIPOrPAMMHO-
ro ocTaHoBa. B mapamMerpax perucTpaluu yka3blBaeTcs BpeMs U JlaTa BXOAa/BbIX0a
CyOBEeKTa IOCTyIA B CPEACTBO 3amuThl OT [IMB mnu 3arpy3ku/ocTaHOBa 3TOTO Cpel-
CTBa, a TAaK)Ke UACHTU(DUKATOP CYOBEKTa AOCTYIA, HHUIIMMPOBABIIETO JAHHBIC JCH-
CTBHUS;

[IpoBoauTh perucTpanuio coObITHI IpoBepkH 1 0OHapyxeHuss [IMB. B mapameTpax
pEerucTpaIiy yKa3bIBalOTCS BpeMs U JlaTa MPpoBepKH min oOHapyxkeHus [IMB, unen-
TU(UKATOp CYyOBEKTA AOCTYIA, MHUIIMUPOBABIIETO TaHHbIE JEHCTBUS, XapaKTep BbI-
MIOJTHAEMBIX ACHCTBUI 10 MPOBEPKE, TUI 0OHAPY)KEHHOU BPETOHOCHOH MPOTrpaMMbl

(BIT), pe3ynbrat qelcTBUIA CpeACTBA 3aIIUTHI 10 OokupoBanuio [IMB;

[TpoBoANTH perucTpayio COOBITHI IO BHEAPEHHUIO B CPeACTBO 3anuThl oT [IMB na-
KeTOB OOHOBJIEHUH. B mapameTpax peructpanuu yka3blBaloTCsl BpeMs U gata 0OHOB-
JICHUsI, UJCHTUPUKATOP CYOBEKTa IOCTyIa, MHULIMUPOBABIIIETO JAaHHOE JCHCTBUE
BEpCHs U KOHTPOJIbHASI CyMMa IaKeTa OOHOBJICHHUS;

[IpoBOUTH perucTparyio coObITUI 3amycKa/3aBepIieHust paboThl MOAYJIEH cpecTBa
3ammTsl oT [IMB. B napamerpax perucrpanuy yKa3blBarOTCS BpeMs U J1aTa 3aIrycC-
Ka/3aBepIieHus: paboThl, HACHTU(UKATOP MOAYIIS, UAEHTU(UKATOP CYOBEKTa 10CTY-
a, THUIIMMPOBABIIETO JAHHOE JICHCTBHE, pe3yIbTaT 3aIlyCcKa/3aBepIIeHUs] paOOThI;

JI0JKHA TMIPOBOAUTECS PErUCTPaLUsl COOBITUI YIIPaBICHHs CYOBEKTOM JI0CTYIIA
¢byskusamMu cpeacTsa 3amuThl oT [IIMB. B mapamerpax peructpauuu yka3blBatoTCs
BpeMsl U 1aTa COOBITHS YIPaBICHUs KaKA0H (QYHKIUEH, UASHTUPHUKATOP U CIIeLHU-
¢ukanusa GyHkuuyu, uIeHTUPUKATOp CyOBbEKTa JOCTYIa, MHUIIMUPOBABIIETO JAHHOE
JENCTBUE, PE3YbTAT NEUCTBUS;

+ + +
+ + +
+ + +
+ + +
+ + +
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[IpoBOUTH perucTpanyio COObBITUN MOMBITOK JOCTYIA IPOrPAMMHBIX CPEICTB K MO-
yJIIM cpencTsa 3amuTthl oT [IMB win cienuansabM 10ByIKaMm. B napamerpax pe-
THCTPALMU YKa3bIBAIOTCS BPEMsI U JaTa MOMNBITKU JOCTYIa, UICHTU()UKATOP MOAYII,
UACHTUUKATOP U criennpuKaus MOayis cpeacTsa 3aumtel oT [IMB (cneunansHoi
JIOBYILIKH), PEe3y/IbTaT MONBITKU 10CTYIIA;

[IpoBOaUTH perucTparyio coObITUI OTKaTa It cpeacTsa 3ammThl oT [IMB. B mapa-
MeTpax PerucTpalvy yKas3blBalOTCs BpeMs U JaTa COOBITHS OTKaTa, Crieln(pUKaIus
JeMCTBUI OTKaTa, MACHTUPHUKATOP CyObEKTa JOCTyIa, MHUIIMMPOBABIIETO JaHHOE
JIEUCTBUE, PE3YyJIbTaT JECUCTBUS,

10

ObecrneunTs 3aIUTy JAHHBIX PETUCTPAIMU OT UX YHUUTOXKEHHS WM MOAU(DUKALUT
HapyLIUTEIEM;

11

Peanu3oBaTh MEXaHU3MBI COXPAHEHUS JAaHHBIX PETUCTPALMU B CIIy4ae COKPAILCHUs
OTBEJICHHBIX I10]l HUX PECYPCOB;

12

PeannzoBaTh MEXaHU3MBI IPOCMOTpPA U AHAJIW3A JAHHBIX PErUCTPALIUU U UX QHIIBT-
panmu 1o 3aJJaHHOMY HabOpy MapamMeTpoB;

13

[IpoBOIUTH aBTOMAaTHYECKUI HETIPEPHIBHBII MOHUTOPHHT COOBITHIA, KOTOPBIE MOT'YT
ABJIATHCS IpUUUHOM peanu3auuu [IMB (coznanue, pegaktupoBaHue, 3aluch, KOMIIHU-
Js1Msa 00BEKTOB, KOTOpbIE MOTYT coaepkath BIT).

14

Peanu3oBaTh MeXaHM3M aBTOMAaTHYECKOr0 aHAJIN3a JAHHBIX PErHCTPaLUy 110 mado-
HaM TUNOBBIX NposiBiieHuit [IMB ¢ aBToMatnyeckuM ux OJIOKUPOBAHUEM H YBEJIOM-
JIEHHEM aJIMUHHCTpaTopa 0€30MacHOCTH;

15

[IpoBOIUTH HECKOJIBKO BUJOB yueTa (AyOJIMPYIOIINX) C PETUCTPALlUe BbIIauH
(mpuema) HocuTesel nHGOPMALIHH;
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16

OcymIecTBIATh PETUCTPALIMIO BX0/1a (BbIX0/1a) CYOBEKTOB JOCTYIMA B cUCTEMY (U3
CUCTEMBI), THOO PETUCTPAIUs 3arPy3KH U HHUITMAIU3AINH OTICPAIIMOHHON CHCTEMBI.

17

OcCymIecTBIATh PETUCTPALIMIO BBIAYH MEYATHBIX (TpaduuecKux) JOKYMEHTOB Ha
«TBEpAYIO» Komuio. B mapameTpax peructpaiuu yka3biBalOTCs (1aTa U BpeMsl BbIJIa-
4n (0OpamieHus K MoJcucTeMe BbIBOA), CHIEIIM(UKAIUS YyCTPOUCTBA BbIIaYN — JIOTH-
YecKoe UM (HOMEp) BHEIIHETO YCTPOUCTBA, KPAaTKOE Co/iepKaHue (HAMMEHOBAHUE,
BUJ, U(p, KOI) U YPOBEHb KOHPHUICHIINATHHOCTH TOKYMEHTA, UACHTU(DUKATOP
cyOBeKTa I0CTyIa, 3alIPOCUBIIETO IOKYMEHT;

18

Ocy1mecTBIATh PErUCTPALIMIO 3aITyCKa (3aBEpLICHHUs) POrpaMM M MPOLECcCoB (3a/1a-
HUH, 337a4), IpeHa3HAUEHHBIX I 00pa0OTKH 3amMIaeMbIx ¢ainos. B napamer-
pax perucTpaluy yKa3bIBaroTCs JaTa U BpeMs 3ammycka, uMs (MIeHTH(HUKATOp) Mpo-
rpaMMBl (TIpoliecca, 3a1aHus ), HIEHTU(UKATOp CyObEeKTa 10CTYIa, 3alIPOCUBIIETO
nporpammy (Ipoiiecc, 3aaHue), pe3yybTaT 3ammycka (yCIenHbli, HeyCHelHbli — He-
CaHKLMOHUPOBAHHBIN),

19

OcCyIIecTBIATh PETUCTPALIMIO MOMBITOK AOCTYIA MPOrPAMMHBIX CPEJICTB (ITPOrpaMM,
MIPOIIECCOB, 3a/1a4, 3aJaHNI) K 3alumaemMeIM (aiinam. B mapamerpax perucrpanuu
yKa3bIBAIOTCS JaTa U BpeMs MOIBITKH TOCTYTA K 3aluiaeMomy ¢aiiny ¢ ykazaHuem
ee pe3ynbrara (ycHeliHas, HeyCllelIHasi — HECAHKLIMOHUPOBaHHasl ), UACHTU(DUKATOD
cyOBeKTa A0CTYyIMA, crienu(uKaIus 3auimaeMoro daiina;

20

OcymecTBIATh PETUCTPALMIO MONBITOK AOCTYIAa IPOIPAMMHBIX CPEJICTB K CIENYIO-
LIUM JONOJHUTEIbHBIM 3aLUIAEMbIM 00bEKTaM JI0CTYIa: TEPMUHAJIaM, KOMIIbIOTE-
pam, y3nam cetd UCII/IH, nuHusaM (KaHallaM) CBSI3H, BHELITHUM YCTPOWCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaMm, Karanoram, (ainam, 3anucsm, NoasIM 3anucei. B
rapaMeTpax perucTpaluy yKa3blBaroTCs /aTa U BpeMsl MONBITKU JOCTYIA K 3alllu-
1aeMOMY OOBEKTY € yKa3aHHEM ee pe3yibTara (ycIlellHas, HeyClenHas — HECaHK-
LMOHMPOBaHHAs ), UACHTU(PUKATOP CYObEKTa JOCTyMa, cenupuKanys 3aluIaeMoro
o0BeKTa — Jorudeckoe uMs (HoMep);

- + +
- + +
- + +
- + +
- + +
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21

[IpoBoauTH yueT Bcex 3allMIaeMbIX HOCUTEIeH HHPOPMALUU C TOMOIIBIO UX Map-
KMPOBKH U C 3aHECEHHEM YUETHBIX JIaHHBIX B )KypHaJI (YUYETHYIO KApTOUKY);

22

OcymecTBIATh OYUCTKY (OOHYJICHHE, 00€3TNYNBaHNE) OCBOOOXKIAEMBIX 001acTen
OHepaTHBHOfI naMATH KOMIIBIOTCPOB U BHCIITHUX Hakonurteseh. OuucTka OCYyHICCTB-
JSIETCST OJTHOKPATHOM MPOU3BOJIEHOM 3aITUChIO B OCBOOOXKIaeMyto 001acTh TaMSITH,
paHee UCTIOIb30BaHHYIO JIJISl XpaHEHUS 3alUIaeMbIX JaHHbIX ((aiinos, nHpopma-
uH);

B noacucreme obecneueHUs LECJIOCTHOCTH.

ObecneunTh LETOCTHOCTh MPOTrPaMMHBIX cpeacTB 3auThl B coctaBe C3I1/IH, a Tak-
K€ HEM3MEHHOCTb IIPOrpaMMHOM cpenibl. [Ipr 7TOM 1IEN0CTHOCTE CPENICTB 3alUThI
MIPOBEPSIETCS TIPH 3arPy3Ke CUCTEMBI 110 HATHYUIO UMEH (MACHTHU(HUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1e0CTHOCTH MPOrpaMMHOM cpejibl 00ecreunBaeTcst OTCYTCTBUEM B
NCTI/IH cpencts pa3paboTKH U OTIAAKU IPOrpamm;

OcymectBnats ¢pusndeckyro oxpany UCII/Ix (ycTpoiicTB 1 HocuTeneit nHdpopma-
LI1K), IpeaycMaTpuBarolas KoHTposib goctyna B nomemenus MCIIJIH nocropoHHNX
JIMLI, HAJIMYUE HAIEKHBIX MPEMATCTBUN 1JIs1 HECAHKIIMOHUPOBAHHOTO IIPOHUKHOBE-
uus B nomemenus: UCI/IH n Xpanwiniie HocuTener naopmanmm;

[TpoBoauTh nepuoanueckoe rectupoBanue Gyuakuuii C3I1/[H mpu n3meneHnn npo-
rpaMMHO# cpeabl U nepconana MCIT/IH ¢ noMmonibio TecT-nporpaMM, UMUTHPYIOIINAX
nonbiTkun HC/I;

JIOJIKHBI OBITH B HaMM4uu cpenctsa BoccranoieHust C3I1/1H, mpexycmaTpuBaromme
BEJICHHE JIBYX KOIHH MPOrPaMMHBIX CPEJICTB 3aIUTHl HHPOPMALIUH, HX IEPHOIUYE-
CKO€ OOHOBIICHHE U KOHTPOJIb Pab0OTOCTIOCOOHOCTH;

[IpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJIYJIEH cpeacTa 3amuthl oT [IMB, Heo6xo-
JUMBIX JJISl €r0 KOPPEKTHOTrO (PYHKIIMOHUPOBAHUS, IIPU €T0 3arpy3Ke ¢ HCI0JIb30Ba-
HUEM KOHTPOJIbHBIX CYMM;
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O0ecneunTh BO3MOXKHOCTh BOCCTAHOBJICHHS CpeIcTBa 3anuThl oT [IMB, npexycmar-
puBaroIas BEACHUE JBYX KOIHIA MPOTrPAMMHOTO CPEJCTB 3aIIUTHI, €T0 MePUOIUYC-
CKO€ OOHOBIJIEHHE U KOHTPOJIb paO0TOCIIOCOOHOCTH;

PeanuzoBaTs MexXaHU3MEI IMPOBECPKU HNCITIOCTHOCTHU IMMAKETOB O6HOBHCHHfI cpeacTBa
3anuThl 0T [IMB ¢ ncnosib30BaHMEM KOHTPOJBHBIX CYMM;

[IpoBoauts pezepBHOe konupoBanue [1/{H Ha oTuykHaemMble HOCUTENH UH(DOPMALIHK;

B noxacucreMe aHTUBUPYCHOM 3aIUThI:

IIpoBoauUTHE aBTOMAaTHUYECKYIO MPOBEpKY Ha Hanuyue BII wiu nocneacteuii [IMB
nipu umrnopre B UCII/IH Bcex nmporpaMMHbIX MoyJiel (IpUKIaAHbIX IPOTrpaMMm), KO-
TOpBIE MOTYT coziepkaTh BII, o MX TMIIOBBIM 11a0JI0HAM U ¢ TOMOILBIO IBPUCTHYE-
CKOTO aHaJIN3a;

Peannu3oBaTh MexXaHU3MBI aBTOMATHUYECKOI'O 6J'IOKI/IpOBaHI/I${ O6H8.py>KeHHLIX BII my-
TEM UX YOAJICHUA U3 IPOTPaMMHBIX MOI[y.]'IGfI HJIN YHUYTOKCHUA

PerynsapHo BeIOMHATSH (1Ipu HiepBOM 3arycke cpencts 3amuTsl [1/JH ot IIMB u ¢ yc-
TaHaBJIMBaeMOW MEPUOANYHOCTHIO) TPOBEPKA HA MpeaMeT Haauuus B Hux BII;

JlomxHa nHUIMUpoBaThcs aBToMatndeckas nposepka UCII/IH Ha npeamer Hanuuus
BII npu BeisiBnenuu ¢akra [IMB;

PeanuzoBaTh MEXaHU3M OTKaTa JUlsl yCTAHABIMBAEMOIO YHCIIA ONIEPALMN yIaICHUS
BII u3 onepaTuBHON MM TOCTOSTHHOW MAaMSITH, U3 IIPOrPAMMHBIX MOAYJIEH U IPH-
KJIaJIHBIX IIPOTPaMM HJIM IIPOIPAMMHBIX CPEICTB, coaepkamux BIL

HononuurtensHo B UCII/IH nokeH NpoBOAUTHCS HENPEPHIBHBIN aBTOMAaTUUECKHI
MOHUTOPHHT MH()OPMAIIMOHHOTO 0OMEHa ¢ BHEIIHEH CeThIO C Lenblo BbisiBIeHUs BIL
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VI

KonTtposns orcyrcteus HAB B I[10 C3U

Jliist mporpaMMHOTro 00ecrieueHH s, UCTIONIb3YEMOT0 TPH 3aluTe nHpopMaluu B
NCTIn (cpencts 3ammtsl uHpopmanyu — C3V, B ToM yuciie U BCTPOSHHBIX B 00111e-
CHCTEMHOE U NMPHKIaTHOE TporpaMMHoe obecnieuenue — [10), nomxen ObITh obectie-
YeH COOTBETCTBYIOIINUN YPOBEHBb KOHTPOJIsl OTCyTcTBHsI B HeM HJIB (He pexnapupo-
BaHHBIX BO3MOYKHOCTEH).

Wl

Oo6napyxenue Bropxxeanii B UCITx

OOHapyxeHue BTOPKEHUI JOIDKHO 00ECTIeYMBATHCS IyTEM UCIIOIb30BAaHUS B COCTa-
Be VCII/IH nporpaMMHBIX WJIM IPOrpaMMHO-aINapaTHBIX CPEICTB (CUCTEM) OOHa-
pyxenus Bropxenuit (COB).

Heo6xonumo 00s13aTebHOE NCIIOIb30BAHUE CUCTEMBI OOHAPYKEHUS CETEBBIX aATaK,
HCIIOJIb3YIOLINE CUTHATYPHBIE METOBI aHAJIN3A

Heob6xonumo 00s13aTenbHOE NCTIOIB30BAHUE CUCTEMBI OOHAPY)KEHUS CETEBBIX aTak,
UCTIOJIB3YIOIIHE CUTHATYPHBIE METO/IbI aHAIN3a M METO/bI BBISBICHUS aHOMAIHI

Vil

3ammra UCIIdx ot IIDMUH

st o6paboTku nHGOpManuu HeoOxoauMo uctosibzoBath CBT, yaoBnerBopsitorime
TpeboBaHusAM cTanaapToB Poccuiickoii denepariuu 1o 31eKTPOMAarHUTHONW COBMeEC-
TUMOCTH, TI0 6€301TaCHOCTH ¥ SPrOHOMHYECKUM TpeOOBaHUSIM K CpPeIcTBaM 0TOOpa-
XKeHUs] HHPOpMAITUH, TT0 CAHUTAPHBIM HOPMaM, MPEAbIBISIEMbIM K BHICOAUCIIICH-
HbIM TepmuHaaMm [I9BM (nanpumep, 'OCT 29216 91, TOCT P 50948-2001, 'OCT
P 50949-2001, I'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBust UCIIIH TpeboBanmsm 6e3onacuocTu [1/]H

Monntnka nHpopmaumnoHHol 6esonacHoctn. CtpaHuua 32 us 34




1 [IpoBecTu o0s3aTeIbHYIO CepTUPHUKALINIO (ATTECTAIIHIO) IO TPeOOBaHMIM Oe30mac- + +
HOCTH MH(OpMaIuy;

5 JlexnaprpoBaTh COOTBETCTBUE WM 0053aTEIbHYIO CEPTHUPHUKAIUIO (aTTECTAIUIO) 10 +
TpeboBaHUsM Oe30macHOCTH HH(GOPMAIIKH (110 PEHICHHUIO OrepaTopa);

[Tpumeuanue: [qns UCIIIu 4 knacca nepedyenb meponpusituid no 3awmute [I/IH onpenensiercs B 3aBUCUMOCTH OT yiiep0a KOTOPBIA MOKET ObITh

HAHCCCH B CJIICACTBUH HCCAHKIIMOHUPOBAHHOT'O UKW HCIIPECAHAMCPECHHOT'O JOCTYIIA K HI[H

CoracoBaHoO:

Monntnka nHpopmaumnoHHoi 6esonacHoctn. CtpaHuua 33 us 34




MNonntuKa nHpopmaumnoHHol 6esonacHocTn. CtpaHuua 34 us 34
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